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Why GAO Did This Study 
Homeland security threats continue to 
evolve and include challenges ranging 
from terrorist attacks to natural 
disasters, emphasizing the need for 
DHS to periodically examine and 
strengthen the nation’s homeland 
security strategy. Further, the 
Implementing Recommendations of the 
9/11 Commission Act of 2007 requires 
DHS to conduct such a review every 4 
years. GAO reported in 2011 on DHS’s 
first QHSR and recommended DHS 
provide sufficient time for stakeholder 
consultations and examine how risk 
information could be used to prioritize 
mission efforts. DHS issued its second 
QHSR in 2014.  

GAO was asked to assess the QHSR. 
This report addresses the extent to 
which DHS (1) examined and used risk 
information to inform the QHSR and its 
implementation, (2) aligned its budget 
and performance measures to QHSR 
mission goals, and (3) collaborated 
with stakeholders to develop the 
QHSR. GAO analyzed relevant 
statutes and QHSR documentation; 
conducted a nongeneralizable survey 
of DHS-identified federal and 
nonfederal QHSR stakeholders, 
receiving responses from 93 of the 182 
QHSR stakeholders it contacted; and 
interviewed officials from DHS, federal, 
and nonfederal entities.  

What GAO Recommends 
GAO is making four recommendations, 
including that for future QHSRs DHS 
improve its risk assessment 
documentation, prioritize risks, and 
ensure stakeholder meetings are 
interactive. DHS concurred with our 
recommendations. 

What GAO Found 
The Department of Homeland Security (DHS) assessed risk for the second 
Quadrennial Homeland Security Review (QHSR) and considered threats, 
vulnerabilities, and consequences; however, DHS did not document how its 
various analyses were synthesized to generate results, thus limiting the 
reproducibility and defensibility of the results. Without sufficient documentation, 
the QHSR risk results cannot easily be validated or the assumptions tested, 
hindering DHS’s ability to improve future assessments. In addition, the QHSR 
describes homeland security hazards, but does not rank those hazards or 
provide prioritized strategies to address them. Comparing and prioritizing risks 
helps identify where risk mitigation is most needed and helps justify cost-effective 
risk management options. Without determining prioritized risk outcomes, DHS is 
missing an opportunity to more efficiently mitigate risk or identify the resources 
required for addressing different levels and types of risks.  

The President’s fiscal years 2015 and 2016 budget requests for DHS were 
generally presented in alignment with the QHSR. However, DHS has faced 
challenges accounting for its spending by mission, which it is taking actions to 
address, such as developing a new common appropriation structure to better link 
the department’s funding request to the execution of its missions. DHS also 
developed performance measures for all of the QHSR mission areas.  

DHS expanded its stakeholder outreach efforts, but 43 of 61 stakeholders who 
provided narrative responses to one question in GAO’s survey stated that 
collaboration with stakeholders could be improved. For example, one respondent 
reported that stakeholders were asked to react to information provided by DHS 
rather than assist in formulating the QHSR approach and execution. DHS 
officials reported being limited by staff, time, and other constraints, and thus 
directed stakeholders to provide feedback via various web-based forums. 
Although the online forums allowed DHS to reach 2,000 representatives during 
its 2014 QHSR development process, DHS’s QHSR After Action Report noted 
that the tools were used to validate study findings instead of informing them. 
Without fostering interactive communication, DHS may miss opportunities to 
incorporate stakeholder perspectives from the entire homeland security 
enterprise and thereby may not have fully informed the QHSR effort. 
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441 G St. N.W. 
Washington, DC 20548 

April 15, 2016 

The Honorable Ron Johnson 
Chairman 
Committee on Homeland Security and Governmental Affairs 
United States Senate 

The Honorable Scott Perry 
Chairman 
The Honorable Bonnie Watson Coleman 
Ranking Member 
Subcommittee on Oversight and Management Efficiency 
Committee on Homeland Security 
House of Representatives 

The Honorable Jeff Duncan 
House of Representatives 

Our nation faces a variety of homeland security threats—including 
terrorism, cyberattacks, and natural disasters—that continue to evolve 
and present an array of challenges. Given the wide range of threats 
facing the nation and the multitude of governmental and non-
governmental stakeholders involved in preventing and responding to 
these threats, it is vital that the Department of Homeland Security (DHS) 
comprehensively examine the homeland security strategy of the nation 
and make changes and recommendations as necessary. The 
Implementing Recommendations of the 9/11 Commission Act of 2007 
(9/11 Commission Act) requires that beginning in fiscal year 2009 and 
every 4 years thereafter, DHS conduct a review that provides a 
comprehensive examination of the homeland security strategy of the 
United States.1 According to the 9/11 Commission Act, the review is to 
delineate and update, as appropriate, the national homeland security 
strategy, outline and prioritize critical homeland security missions, and 
assess the organizational alignment of DHS with the homeland security 
strategy and missions. The Act further requires that DHS conduct the 
quadrennial review in consultation with stakeholders, such as heads of 

                                                                                                                     
1Pub. L. No. 110-53, § 2401(a), 121 Stat. 266, 543-45 (2007);  6 U.S.C. § 347. 
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federal agencies; key officials of the department; state, local, and tribal 
governments; private sector representatives; and academics and other 
policy experts. 

DHS issued its first Quadrennial Homeland Security Review (QHSR) in 
February 2010, which we evaluated in two reports.
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2 We reported in 
September 2011 that DHS outlined a strategic framework to guide the 
homeland security efforts of the department and its partners, including 
federal, state, local, and tribal government agencies; the private sector; 
and non-governmental organizations.3 We found that time frames 
provided for stakeholder consultations and outreach to nonfederal 
stakeholders could be improved and that DHS did not use risk information 
to inform QHSR implementation. We recommended that in future reviews, 
DHS provide sufficient time for stakeholder consultations, explore options 
for consulting with nonfederal stakeholders, and examine how risk 
information could be considered in prioritizing QHSR implementation 
mechanisms. DHS concurred with the recommendations and has taken 
some actions toward addressing them, but has not fully implemented the 
recommendations, as discussed later in this report. In December 2010, 
we issued a report on the extent to which the QHSR addressed the 9/11 
Commission Act’s required reporting elements.4 We reported that of the 
nine QHSR reporting elements, DHS addressed three and did not fully 
address six.5 Elements DHS addressed included a description of 

                                                                                                                     
2DHS, Quadrennial Homeland Security Review Report: A Strategic Framework for a 
Secure Homeland (Washington, D.C.: February 2010). We refer to the initial QHSR report 
as the 2010 QHSR because although the Act required DHS to conduct the first review in 
2009, the department did not issue the report until February 2010. 6 U.S.C. § 347(a), (c). 
3GAO, Quadrennial Homeland Security Review: Enhanced Stakeholder Consultation and 
Use of Risk Information Could Strengthen Future Reviews, GAO-11-873 (Washington, 
D.C.: Sept. 15, 2011).  
4GAO, Quadrennial Homeland Security Review: 2010 Reports Addressed Many Required 
Elements, but Budget Planning Not Yet Completed, GAO-11-153R (Washington, D.C.: 
Dec. 16, 2010). 
5We considered an element addressed if all portions of it were explicitly included in either 
the QHSR or Bottom-up-Review (BUR) reports, not fully addressed if one or more but not 
all portions of the element were included, and not addressed if neither the QHSR nor the 
BUR reports explicitly addressed any part of the element. The BUR report described 
DHS’s current activities contributing to (1) QHSR mission performance, (2) departmental 
management, and (3) accountability. The BUR report also identified priority initiatives, 
such as strengthening aviation security and enhancing the department’s risk management 
capability, strengthening DHS’s mission performance, improving departmental 
management, and increasing accountability. 

http://www.gao.gov/products/GAO-11-873
http://www.gao.gov/products/GAO-11-153R


 
 
 
 
 

homeland security threats and an explanation of underlying assumptions 
for the QHSR report. Elements not fully addressed included a prioritized 
list of homeland security missions and discussions of cooperation 
between the federal government and state, local, and tribal governments. 
We made no recommendations in the December 2010 report. 

In June 2014, DHS issued its second QHSR, which described changes in 
the overall security environment and refined DHS’s five homeland 
security missions. In this light, you asked us to review DHS’s second 
QHSR, including DHS’s process for conducting the review and for 
implementing the QHSR strategy. This report addresses the following 
questions: 

(1) To what extent has DHS examined and used risk information to 
inform the QHSR and its implementation? 

(2) To what extent has DHS aligned its budget and performance 
measures with the mission goals in the QHSR? 

(3) To what extent did DHS collaborate with stakeholders during the 
2014 QHSR process? 

This report also examines whether the QHSR and DHS Strategic Plan 
addressed the reporting elements specified for the QHSR in the 9/11 
Commission Act, which we describe in appendix I. 

To determine the extent to which DHS has examined and used risk 
information to inform the QHSR and its implementation, we analyzed 
DHS documentation on its risk analysis process and results, such as 
DHS’s Current Strategic Environment and Future Strategic Environment 
reports and classified risk characterization results. We also interviewed 
current and former DHS Office of Strategy, Plans, Analysis, and Risk 
(SPAR) officials responsible for developing the QHSR risk analyses. We 
compared DHS’s risk assessment process and documentation to the 
National Infrastructure Protection Plan’s (NIPP) key characteristics of a 
successful risk assessment. Specifically, we evaluated DHS’s 
documentation to determine the extent to which the QHSR’s risk 
assessment was complete, documented, defensible, and reproducible. 
Further, we evaluated DHS’s use of risk information in the QHSR against 
risk management guidance in the NIPP and DHS’s Risk Management 
Fundamentals, as well as against our prior work on key characteristics for 
risk assessment and management. 
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To determine the extent to which DHS has aligned its budget and 
performance measures with the mission goals in the QHSR, we analyzed 
DHS documents related to the 2014 QHSR and the Fiscal Years 2014-
2018 Strategic Plan, including: DHS Budget in Brief documents from 2015 
through 2017 to determine DHS’s budget priorities since issuance of the 
first QHSR; fiscal years 2012 through 2015 Future Years Homeland 
Security Program (FYHSP) reports; excerpts from DHS’s fiscal years 
2017-2021 and 2018-2022 resource planning guidance to determine the 
extent to which budget guidance reflects the DHS missions and goals; 
and DHS reports on its progress implementing a common appropriations 
structure. Further, we reviewed Congressional Research Service reports 
on DHS’s appropriations from fiscal year 2015 and 2016. We also 
interviewed DHS officials from the Office of the Chief Financial Officer, 
SPAR, and from U.S. Customs and Border Protection (CBP), U.S. Coast 
Guard (USCG), Federal Emergency Management Agency (FEMA), U.S. 
Immigration and Customs Enforcement (ICE), National Protection and 
Programs Directorate (NPPD), and Transportation Security Administration 
(TSA). We selected these components based on their share of the overall 
DHS fiscal year 2015 budget, breadth of homeland security 
responsibilities, and other factors. Views from these components are not 
generalizable to all DHS components. We interviewed component officials 
to determine the extent to which they used DHS guidance in developing 
their annual budget requests and the extent to which such guidance 
reflects the QHSR missions and goals. With respect to performance 
measures, we reviewed DHS’s Annual Performance Plans from fiscal 
years 2013-2015 and 2014-2016, reviewed our prior work on key 
attributes of successful performance measures and the GPRA 
Modernization Act of 2010 (GPRAMA). We also interviewed DHS officials 
from SPAR and the office of Program Analysis and Evaluation (PA&E) 
and from CBP, USCG, FEMA, ICE, NPPD, and TSA components in order 
to determine the extent to which DHS developed performance measures 
that aligned with mission goals.
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6 We compared DHS’s process for 
monitoring and measuring performance to federal internal control 

                                                                                                                     
6Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 103-62, 107 
Stat. 285 (1993). GPRA was updated by the GPRA Modernization Act of 2010 
(GPRAMA). Pub. L. No. 111-352, 124 stat. 3866 (2011). GAO, Managing for Results: 
Agencies’ Trends in the Use of Performance Information to Make Decisions, GAO-14-747 
(Washington, D.C.: Sept. 26, 2014).  GAO, Standards for Internal Control in the Federal 
Government, GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999). 

http://www.gao.gov/products/GAO-14-747
http://www.gao.gov/products/GAO/AIMD-00-21


 
 
 
 
 

standards and our prior work on best practices for implementation of 
strategies and initiatives. 

To determine the extent to which DHS consulted with stakeholders in 
developing the QHSR, we conducted a survey of 182 QHSR stakeholders 
identified by DHS with a response rate of about 51 percent. The 
stakeholders were identified by DHS and included representatives from 
federal departments and agencies; state, local, and tribal organizations; 
and DHS components, directorates and offices. DHS identified these 
stakeholders based on 2014 QHSR participation. We asked open-ended 
questions regarding the QHSR stakeholder consultation process, 
including ways in which DHS elicited stakeholder input, how revisions to 
timeframes may have impacted stakeholder responsibilities, any 
challenges in collaborating with DHS and suggestions for improving future 
QHSRs. Of the 93 individual stakeholders who responded to our survey, 
75 respondents provided narrative comments. We analyzed these 
comments to determine common benefits and challenges they identified 
regarding DHS consultations during the QHSR. The comments received 
from these respondents are not generalizable to the entire group of 
stakeholders, but the feedback provided insights into stakeholder 
perspectives on how QHSR stakeholder consultations were conducted 
and how they could be improved.
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7 We compared DHS’s stakeholder 
consultation efforts to project management standards.8 

To assess the extent to which the 2014 QHSR and Fiscal Years 2014-
2018 Strategic Plan addressed reporting elements listed in the 9/11 
Commission Act, we determined the extent to which each element was 
incorporated into the reports. To make this determination, three GAO 
analysts independently compared the QHSR and Strategic Plan to each 
of the nine reporting elements to determine whether each element was 
addressed, not fully addressed, or not addressed. In cases when the 
analysts disagreed, they reviewed and discussed their independent 
assessments to reach concurrence. In addition, we interviewed DHS 
officials involved in the quadrennial review to determine DHS’s position 
on how DHS addressed the 9/11 Commission Act reporting requirements. 

                                                                                                                     
7GAO, Managing for Results: Key Considerations for Implementing Interagency 
Collaborative Mechanisms, GAO-12-1022 (Washington, D.C.: September 2012). 
8Project Management Institute, Inc., The Standard for Program Management, Third 
Edition (Newton Square, PA: 2013). 

http://www.gao.gov/products/GAO-12-1022


 
 
 
 
 

We conducted this performance audit from January 2015 to April 2016 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. See appendix II for a more 
detailed discussion of our objectives, scope, and methodology.  
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Section 707 of the Homeland Security Act of 2002, as amended by the 
9/11 Commission Act, requires a review of the nation’s homeland security 
every four years.9 Under the 9/11 Commission Act, DHS is responsible for 
developing the QHSR and for submitting a report that is to include 
multiple elements, such as: a description of the threats to the assumed or 
defined national homeland security interests of the United States; the 
national homeland security strategy, including a prioritized list of the 
critical homeland security missions of the United States; an assessment 
of the organizational alignment of DHS with the applicable national 
homeland security strategy and the homeland security mission areas 
outlined; and a discussion of the status of cooperation among federal 
agencies in the effort to promote national homeland security, among other 
elements.10 

 
The Department initiated the second QHSR in summer 2012. Led by 
SPAR within the Office of Policy, the department reviewed the homeland 
security strategic environment as well as the DHS missions and goals. In 
2013, DHS issued its terms of reference outlining the framework for 
conducting the second quadrennial review and identified threats and 
assumptions to be used in conducting the review. The QHSR was 

                                                                                                                     
9See Pub. L. No. 110-53, § 2401(a), 121 Stat. at 543-45 (amending title VII of the 
Homeland Security Act of 2002, Pub. L. No. 107-296, 116 Stat. 2135 (2002), by adding 
section 707).  
10See Appendix I for a full listing of the 9/11 Commission Act requirements. 
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conducted in four phases, as shown in figure 1, and released in June of 
2014. 

Figure 1: Phases for Conducting the 2014 DHS Quadrennial Homeland Security Review (QHSR) 
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Based on the assessments conducted in the preparation phase, DHS 
leadership directed five QHSR studies, as shown above. Each study 
group was composed of officials from across DHS offices and 



 
 
 
 
 

components, led by a DHS SPAR official, and facilitated by an 
independent subject matter expert from the Homeland Security Studies 
and Analysis Institute.
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11 These study groups conducted their analysis over 
a 6 month period and shared their work products, such as outline 
missions and assumptions, with other stakeholder groups in order to 
develop goals and objectives for each homeland security mission. At the 
end of the study group period, DHS senior leadership, including the 
Deputy Secretary of Homeland Security, the Office of General Counsel, 
and office and component heads, met multiple times to review and 
discuss the study group recommendations. DHS SPAR consolidated the 
study groups’ recommendations into a draft QHSR report and obtained 
and incorporated feedback on the draft report from other federal agencies 
and stakeholder groups, including stakeholders listed in the 9/11 
Commission Act with which DHS was to consult in conducting the 2014 
QHSR review.  

                                                                                                                     
11The Homeland Security and Analysis Institute provided contract support to DHS SPAR 
during the 2014 QHSR. 



 
 
 
 
 

Figure 2: Overview of Key 2014 Quadrennial Homeland Security Review Stakeholders 
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Note: DHS also consulted with members of Congress, the Executive Office of the 
President and representatives from the private sector. 

DHS solicited input from various stakeholder groups in conducting the 
second QHSR. The 9/11 Commission Act specifically required DHS to 
consult with the heads of seven federal agencies. DHS consulted with 
these agencies and also sought input from a range of other stakeholders, 
including its directorates, offices, and components; other federal 
departments and agencies; and nonfederal governmental and 
nongovernmental entities and representatives, such as state, local and 
tribal governmental associations, members of Congress, private sector 
representatives, academics, and other policy experts. DHS SPAR 
consulted with the Office of Intergovernmental Affairs and the Office of 
State and Local Law Enforcement to identify and contact relevant 
stakeholder organizations. 



 
 
 
 
 

We, Congress, the 9/11 Commission, and others have recommended that 
federal agencies with homeland security responsibilities use a risk 
management approach to help ensure that finite resources are dedicated 
to assets or activities considered to have the highest security priority. In 
its Risk Management Fundamentals and other guidance, DHS articulates 
a risk management framework to guide its homeland security planning, 
preparation, and execution of its missions.
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12 DHS states that risk 
management is the process for identifying, analyzing, and communicating 
risk and accepting, avoiding, transferring, or controlling it to an acceptable 
level. The National Infrastructure Protection Plan (NIPP) also defines 
DHS’s risk management framework and includes key principles for an 
effective risk assessment.13 Specifically, a risk assessment should be 
complete, documented, reproducible, and defensible, as defined in  
table 1. 

Table 1: National Infrastructure Protection Plan (NIPP) Core Criteria for Risk Assessments 

Criteria Definition 
Complete The methodology should assess consequence, vulnerability, and threat for every defined risk scenario and follow 

the more specific guidance given in the NIPP, such as documenting the scenarios assessed and estimating the 
number of fatalities, among other guidance.  

Documented The methodology and the assessment must clearly document what information is used and how it is synthesized 
to generate a risk estimate. Any assumptions, weighting factors, and subjective judgements need to be 
transparent to the users of the methodology, its audience, and others who are expected to use the results. The 
types of decisions that the risk assessment is designed to support and the timeframe of the assessment (e.g., 
current operations versus future operations) should be given.  

Reproducible The methodology must produce comparable, repeatable results, even though assessments of different critical 
infrastructure may be performed by different analysts or teams of analysts. It must minimize the number and 
impact of subjective judgements, leaving policy and value judgments to be applied by decision makers.  

Defensible  The risk methodology must logically integrate its components, making appropriate use of the professional 
disciplines relevant to the analysis, as well as be free from significant errors or omissions. Uncertainty associated 
with consequence estimates and confidence in the vulnerability and threat estimates should be communicated.  

Source: NIPP Supplemental Tool: Executing a Critical Infrastructure Risk Management Approach, 2013.  | GAO-16-371 

 
DHS uses a planning, programming, budgeting, and execution (PPBE) 
process to allocate resources. DHS’s PPBE process produces the multi-
year funding plans presented in the Future Years Homeland Security 

                                                                                                                     
12DHS, Risk Management Fundamentals (Washington, D.C.: April, 2011).  
13DHS, National Infrastructure Protection Plan, Supplemental Tool: Executing A Critical 
Infrastructure Risk Management Approach (Washington, D.C., 2013). 

DHS Risk Management 
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DHS Budget Formulation 
Process 



 
 
 
 
 

Program (FYHSP). According to DHS guidance, at the outset of the 
annual PPBE process, the department’s Office of Policy and the Chief 
Financial Officer (OCFO) should provide planning and fiscal guidance, 
respectively, to the department’s 16 component agencies. In accordance 
with this planning and fiscal guidance, the components should produce 5-
year funding plans—called Resource Allocation Plans—that are 
submitted to the CFO and reviewed by DHS’s senior leaders. DHS senior 
leadership is expected to modify the plans in accordance with their 
priorities and assessments and submit them to the Office of Management 
and Budget (OMB), which uses the plans to inform the President’s annual 
budget request. DHS guidance establishes approximate timelines for 
when guidance is provided to components and when budget plans are 
due, as shown below in figure 3. 

Figure 3: DHS Annual Budget Development Timeline 
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The 2014 QHSR outlines the same five missions set forth in the first 
QHSR in 2010, but the 2014 review refined the missions to reflect 
evolving threats. The five missions are to (1) Prevent Terrorism and 
Enhance Security, (2) Secure and Manage Our Borders, (3) Enforce and 
Administer Our Immigration Laws, (4) Safeguard and Secure 
Cyberspace, and (5) Strengthen National Preparedness and Resilience. 
Changes to the DHS missions were primarily in Mission 4 to Safeguard 
and Secure Cyberspace. Specifically, the 2014 QHSR provides enhanced 
goals for cybersecurity protection that include leveraging technology and 
enhancing investigative capabilities, as shown in figure 4. 

DHS Mission Goals and 
Performance Measures 



 
 
 
 
 

Figure 4: Changes to Missions and Goals from 2010 Quadrennial Homeland Security Review to 2014 Quadrennial Homeland 
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Security Review 

DHS assesses and reports on progress for the 2014 QHSR mission goals 
in its Annual Performance Report, which provides suites of performance 
measures that assess progress for each QHSR mission goal area. The 
Annual Performance Report includes performance targets as well as 
information on agency priority goals, initiatives, and challenges. The 
performance results identified in the report are organized around the 
missions and goals outlined in the DHS Strategic Plan. 



 
 
 
 
 

The DHS Fiscal Year 2014-2018 Strategic Plan focuses on how DHS 
plans to implement the goals laid out in the 2014 QHSR. Specifically, the 
Strategic Plan describes the QHSR homeland security missions and 
goals and lists strategies to achieve the goals. For example, for Mission 1 
(Prevent Terrorism and Enhance Security), to achieve Goal 1.1 (prevent 
terrorist attacks), one strategy listed in the Strategic Plan is to analyze, 
fuse, and disseminate terrorism information by sharing it with 
stakeholders across the homeland security enterprise. In addition, for 
Mission 4 (Safeguard and Secure Cyberspace), to achieve Goal 4.2 
(secure the federal civilian government information technology 
enterprise), one strategy listed in the Strategic Plan is to ensure 
government-wide policies and standards are consistently and effectively 
implemented. See figure 5 for a list of additional strategies linked to 
homeland security missions and goals. 
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Figure 5: Interactive Graphic – Fiscal Years 2014 through 2016 strategies linked to 
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DHS conducted a risk assessment for the second QHSR, which it 
referred to as the Homeland Security Strategic Environment Assessment 
(HSSEA). According to DHS, the purpose of the HSSEA was to 
characterize those risks, threats, current and future trends, and critical 
uncertainties that will most affect homeland security in the 2015 to 2019 
timeframe. The HSSEA is the product of several different assessments 
that DHS developed for this effort, including the Current Strategic 
Environment, Future Strategic Environment, Homeland Security Planning 
Threat Assessment, Homeland Security National Risk Characterization 
(HSNRC), and the System Mapping Initiative. All combined, DHS 
intended these documents to inform the QHSR’s narrative describing the 
homeland security strategic environment as well as informing the 
selection of priority strategic issues to study during the 2014 QHSR, 
among other goals as shown in figure 6. 

Better Documentation 
of the QHSR Risk 
Assessment Process 
and Prioritization of 
Results Could 
Strengthen DHS Risk 
Management Efforts 

DHS Sought to Identify 
Strategically Significant 
Risks for the 2014 QHSR 



 
 
 
 
 

Figure 6: 2014 Department of Homeland Security (DHS) Quadrennial Homeland Security Review (QHSR) Risk Assessment 
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For the HSSEA, DHS evaluated threat information and assessed relative 
likelihood and consequences across various hazards that DHS 
determined to be significant, including intentional acts of terrorism, natural 
hazards, and technological accidents and infrastructure failures; however, 
DHS did not incorporate other key elements of a successful risk 
assessment into its risk assessment methodology.14 Specifically, DHS did 
not clearly document how its various analyses were synthesized to 

                                                                                                                     
14See appendix III for a complete list of DHS’s hazard scope.  

DHS Did Not Incorporate 
All Elements of a 
Successful Risk 
Assessment in the 2014 
QHSR 



 
 
 
 
 

generate risk results; did not design an assessment that could produce 
comparable, repeatable results; and did not communicate the implications 
of any uncertainty in the results. DHS’s performance in each NIPP 
element—complete, documented, reproducible, defensible—is discussed 
in further detail below. 

The HSSEA generally follows the NIPP standard for a complete risk 
assessment in that it assesses consequence, vulnerability, and threat. 
Regarding threat information, DHS officials said that they relied on two 
primary sources—the classified Homeland Security Planning Threat 
Assessment, developed by DHS Intelligence and Analysis (I&A), and the 
publically available 2012 Worldwide Threat Assessment of the US 
Intelligence Community, which is prepared by the Office of the Director of 
National Intelligence (ODNI). The ODNI assessment discusses the rapid 
changes in the threat environment which ODNI states is now more 
diverse and interconnected than any other time in history. DHS officials 
said that they used the unclassified assessment as well as select 
assessments from the I&A Homeland Security Planning Threat 
Assessment so that they did not face classification challenges when 
sharing information with partners. DHS I&A reported using I&A and 
intelligence community data, as well as data from component-level 
intelligence units. Further, the ODNI-developed assessment had been 
vetted through the intelligence community, which DHS officials said 
added to its legitimacy. 

Regarding consequence and vulnerability, DHS primarily assessed these 
two factors in the Homeland Security National Risk Characterization 
(HSNRC), where it evaluated the likelihood and potential consequences 
of 40 hazards ranging from acts of terrorism to hurricanes.

Page 17 GAO-16-371  DHS Quadrennial Review 

15 DHS 
compared the impacts of these hazards according to their direct 
economic impact, loss of life, and potential for injuries and illnesses in 
order to identify what the department referred to as standout risks—risks 
that DHS believed would result in substantial negative consequences—
and to allow decision makers to evaluate risk management alternatives in 

                                                                                                                     
15See Appendix III for a complete list of the HSNRC hazard scope.  

Complete 

Complete 
The methodology should assess 
consequence, vulnerability, and threat for 
every defined risk scenario. 
Source: Department of Homeland Security National 
Infrastructure Protection Plan, 2009 and 2013  |  GAO-16-371 



 
 
 
 
 

terms of their effect on increasing or decreasing risk.
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16 Additionally, DHS 
sought to increase the usefulness of the QHSR risk assessment by 
including an analysis of current and future strategic trends into its broader 
analysis. Specifically, DHS officials said that the System Mapping 
Initiative, 2012 Current Strategic Environment, and 2013 Future Strategic 
Environment reports provided important insights on trends and other 
factors for the QHSR and resulted in what DHS referred to as a dynamic 
risk assessment. 

As mentioned previously, the HSSEA is the product of several different 
assessments and was intended to be dynamic—in that, according to 
DHS, it captures possible future scenarios and can help decision-makers 
be more strategic—but DHS did not fully document how the findings and 
results of the various assessments were synthesized to generate the 
QHSR risk results, among other issues. 

For the HSNRC—where DHS ranked various hazards according to their 
likelihood and potential consequences—DHS did not fully document how 
its results (from both its quantitative and qualitative analyses) were 
synthesized to generate its list of standout hazards—a key element of the 
NIPP standards for documentation.17 Specifically, in the documentation 
provided by DHS, we identified DHS’s steps for conducting the HSNRC, 
the hazard scope, consequence categories, and methodological caveats. 
In separate classified documentation, we reviewed a rank-ordering of 
those hazards that DHS SPAR officials said resulted from its HSNRC 
analysis. However, DHS’s documentation included only a limited 
description of how and what data DHS relied on to generate its standout 
hazards, and no description of how any data or methodological limitations 
should be interpreted by users of the results. 

                                                                                                                     
16The NIPP defines risk as a function of likelihood and consequences, and likelihood is a 
function of intent, capability, and vulnerability. In calculating the risk of an intentional 
threat, a common measure of vulnerability is the likelihood that an attack is successful, 
given that it is attempted. Consequences are defined as the effect of an event, incident, or 
occurrence. It reflects the level, duration, and nature of the loss resulting from the incident. 
Potential consequences may include public health and safety (i.e., loss of life and illness), 
economic (direct and indirect), psychological, and governance/mission impacts. 
17DHS stated that a goal of the HSNRC was to quantitatively and qualitatively assess, 
analyze, and understand the relative ranking of a comprehensive list of contingent (such 
as an act of terrorism) and persistent (such as ongoing drug-trafficking) risks to the nation. 

Documented 

Documented 
The methodology and the assessment must 
clearly document what information is used 
and how it is synthesized to generate a risk 
estimate. Any assumptions, weighting factors, 
and subjective judgments need to be 
transparent to the user of the methodology, its 
audience, and others who are expected to 
use the results. The types of decisions that 
the risk assessment is designed to support 
and the timeframe of the assessment (e.g., 
current conditions versus future operations) 
should be given. 
Source: Department of Homeland Security, National 
Infrastructure Protection Plan, 2013  |  GAO-16-371 



 
 
 
 
 

Additionally, DHS’s documentation included only limited information on 
data sources and the specific roles of subject matter experts. For 
example, regarding data sources, DHS cited “historical record” and 
“subject matter expert judgment,” without providing further detail on what 
record or judgements were relied upon. In classified Risk Summary 
Sheets, DHS officials reported documenting additional detail about each 
hazard, including the data sources and likelihood and consequence 
estimates; however, this documentation does not clarify how the 
information was synthesized to generate the final risk analysis results. In 
addition, DHS reported that in light of limited available data, it relied on 
the expertise of subject matter experts; however, DHS did not document 
how these subjective judgements were weighed against other available 
data to generate results, and it is unclear how much or how little the 
subject matter experts’ opinions were the primary basis for DHS’s 
findings. In a 2010 review of DHS’s approach to risk assessment, the 
National Academies also found that DHS had not documented how 
subject matter expert assumptions were made, which limits the ability to 
test the validity of those assumptions, bring to light dissenting views of 
experts, or inform future updates and improvements to the risk models.
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Last, DHS did not document or provide an explanation of how all of the 
various HSSEA elements—the system maps, the risk ranking from the 
HSNRC, the trends analysis, or the threat report—were combined to 
generate the QHSR risk narrative and other risk findings. According to the 
NIPP, sufficient documentation can help improve or modify a risk 
methodology so that the investment and expertise they represent can be 
used to support risk management activities. DHS provided an explanation 
that its various analyses were combined in order to generate insights, but 
no other description of the weighting factors, assumptions, and subjective 
judgments that went into synthesizing static and dynamic risk in the 
HSSEA. DHS did, however, describe the types of decisions the HSSEA is 
designed to support, as called for in the NIPP. Specifically, the HSSEA 
should, according to DHS, reveal blind spots, place homeland security 
events into a broader context, and identify key challenges and 
opportunities, among other goals. However, beyond informing a strategic 
context, it is unclear how decision-makers should use and interpret the 
HSSEA results. 

                                                                                                                     
18National Research Council. Review of the Department of Homeland Security's Approach 
to Risk Analysis. Washington, DC: The National Academies Press, 2010. 



 
 
 
 
 

DHS’s lack of documentation also limits the reproducibility and 
defensibility of the results, since the assessment cannot easily be 
validated or the assumptions tested, further hindering DHS’s ability to 
improve future iterations of the assessment. Specifically, in the HSNRC—
the element of the HSSEA that seeks to generate risk rankings—DHS 
evaluates the likelihood and consequences of 40 hazards that cover 
terrorism, natural hazards, and technological accidents or infrastructure 
failures. However, given the level of uncertainty cited regarding the 
analysis of these hazards, it is unclear how DHS determined their risk-
based rank-order, as well as what findings could be drawn from the 
results. For example, with available data, DHS found that it could only 
compare consequences across three consequence categories—fatalities, 
injuries and illnesses, and direct economic loss.
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19 The specific definitions 
for injuries and illness as well as direct economic loss vary across the 
threats and hazards, and DHS caveated its findings by noting that some 
hazards used different definitions of economic consequences, which 
resulted in substantially different levels of consequences, thus limiting the 
hazards’ comparability and making it difficult to determine their relative 
severity. Last, DHS caveated its findings by acknowledging that there are 
large bands of uncertainty, especially for those estimates that rely on 
subject matter expert judgement. Although DHS stated these and other 
limitations in its supporting documentation and on the presentation of its 
results, DHS did not communicate any implications this uncertainty would 
have on use and interpretation of the results except to say that 
simultaneously considering multiple consequence categories makes 
ascertaining the top risks very difficult. 

Despite these limitations, DHS did provide a clear explanation of its 
guiding principles for selecting the HSNRC hazard scope, which included 
national-level significance, relevance to DHS, relevance to the 2014 
QHSR, and availability of data. Further, DHS provided definitions of all 

                                                                                                                     
19Other possible consequence categories DHS considered included environmental 
impacts, effects on governmental operations (such as continuity of governmental 
operations), socioeconomic impacts (such as displaced or homeless persons), and other 
factors. The departmental working group that led the HSNRC efforts identified the need to 
collect additional data to support the inclusion of additional consequence categories in 
future analyses and to consider the impact of cascading consequences and how they may 
change a hazard’s ranking. Specifically, the working group reported that independent 
assessments of consequences may lead one to prioritize loss of life over impedance of 
government operations, but as an event develops, impedance of government operations 
may result in additional loss of life.  

Reproducible and Defensible 

Reproducible 
The methodology must produce comparable, 
repeatable results, even though assessments 
of different critical infrastructure and key 
resources may be performed by different 
analysts or teams of analysts. It must 
minimize the number and impact of subjective 
judgments, leaving policy and value 
judgments to be applied by decision makers. 
Defensible 
The risk methodology must logically integrate 
its components, making appropriate use of the 
professional disciplines relevant to the 
analysis, as well as be free from significant 
errors or omissions. Uncertainty associated 
with consequence estimates and confidence 
in the vulnerability and threat estimates 
should be communicated. 
Source: Department of Homeland Security, National 
Infrastructure Protection Plan, 2009 and 2014  |  GAO-16-371 



 
 
 
 
 

the hazards for which it evaluated frequencies and consequences, as well 
as which consequences it considered. DHS also explained that it 
evaluated hazard frequencies using the USCG’s National Maritime 
Security Risk Assessment frequency categories (which looks at 
frequencies ranging from over 550 events per year to 1 event every 180 
or more years). Last, the technical working group that developed the 
HSNRC provided several recommendations for future HSNRC work and a 
list of next steps, which included developing a departmental risk modeling 
and analytical resource toolbox.
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DHS officials said that conducting and documenting a risk assessment of 
this scale was a complex undertaking which was limited by both time and 
available personnel and that finding comparable or reliable data was 
challenging. Officials said that the QHSR risk assessment process was 
continually evolving and the assessment team was learning and adapting 
as they conducted the analysis. Nonetheless, in its Risk Management 
Fundamentals, DHS states that those affected by a risk management 
approach should be able to understand how results were derived and the 
process for doing so. Further, the NIPP provides guidance on how to 
document a risk assessment methodology and key information—such as 
the implications of uncertainty in the estimates, such as uncertainty in the 
number of fatalities or dollars of economic loss—that should be 
communicated to users of the risk results. Moreover, without sufficient 
documentation of its HSSEA risk methodology, DHS is hindered in its 
ability to reproduce the assessment for future QHSRs and limits the 
defensibility of the results. Incorporating the key principles of a successful 
risk assessment methodology can help DHS demonstrate the basis of its 
risk management strategies and help ensure their validity for guiding 
QHSR missions and goals. 

                                                                                                                     
20The proposed recommendations and next steps to address some of the assessment's 
limitations, dated January 2013, include improving the ways consequence categories are 
measured to remove ambiguity and increase precision, exploring ways to combine 
consequence categories to provide additional insights and simplify presentation of results, 
and encouraging the collection of richer data sets. The Risk Executive Steering 
Committee (which oversaw the HSNRC working group) did not meet through the summer 
of 2015; however, DHS SPAR reported initiating steps to resume regular meetings of the 
body in December 2015 to re-establish its role in overseeing development of the next 
HSNRC.  



 
 
 
 
 

In the QHSR, DHS described a range of strategic risks—from the 
evolving terrorist threat to the impacts of aging critical infrastructure 
systems—but did not compare or prioritize risks to identify where 
mitigation efforts are most needed, as called for in the NIPP. Specifically, 
DHS describes the homeland security hazards it assessed as (1) 
strategic priorities, (2) the key areas of change (which DHS refers to as 
the threats and hazards to the nation), (3) the prevailing challenges that 
pose the most risk, and (4) areas of ongoing priority and emphasis, as 
shown in figure 7. 

Figure 7: Strategic Risks Presented in the Quadrennial Homeland Security Review and Related National Infrastructure 
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Protection Plan Guidance  

For the QHSR risk analysis, DHS officials said they not only wanted to 
develop a homeland security risk characterization, but to augment this 
information to provide more useful tools for DHS-wide and component 

QHSR Describes Various 
Risks Facing the Nation, 
but Prioritization of Risks 
Could Enhance DHS Risk 
Management Efforts 



 
 
 
 
 

decision making.
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21 However, despite DHS’s goals for the QHSR 
assessment, officials from the six components we met with (CBP, USCG, 
FEMA, ICE, NPPD, and TSA) stated that the risk results reported in the 
QHSR did not affect their component’s resource allocation, operational 
planning, or strategic planning decisions. In addition, officials from 5 of 
the 6 components reported not using any of the stand-alone QHSR risk 
products in their own risk assessment or strategic planning efforts.22 
Component officials reported that the QHSR risk results were highly 
generalized and encompassed essentially all of DHS’s missions—in other 
words, they did not offer priorities or a sense of relative risks. Component 
officials added that since the QHSR results were not specific or granular, 
they generally relied on their own analyses when making strategic, 
operational, or resource planning decisions. For example, FEMA officials 
agreed with the QHSR insights that climate change and natural disasters 
were a serious threat to homeland security; however, officials said they 
have been monitoring these issues through FEMA’s multi-year Strategic 
Foresight Initiative. Further, officials provided several reasons why they 
do not use or are unable to use the stand-alone risk products. For 
example, officials from one component questioned the quality of the 
threat information and said they would like to see a more specific ranking 
of threats, while officials from another component said the results were 
too broad. Finally, officials from 3 of the 6 components were unaware of 
the stand-alone risk documents. 

DHS officials stated that the QHSR presented a list of key homeland 
security areas and explained that they chose not to rank or prioritize 
within those areas because of concerns on the part of senior leadership, 

                                                                                                                     
21To assist with decision-making efforts, DHS prepared several stand-alone products in 
addition to the QHSR risk narrative—the Homeland Security Planning Threat Assessment, 
Homeland Security National Risk Characterization, the Current and Future Strategic 
Environment reports, and System Mapping Initiative. DHS officials reported that they 
included these additional elements as part of the QHSR risk assessment in order to make 
the assessment dynamic—in other words, to combine a static risk picture with the impacts 
of current and future drivers of change. DHS officials said that a risk snapshot is less 
valuable for decision making because it does not help inform resource allocation or other 
strategic decisions. A dynamic risk assessment, on the other hand, can help decision 
makers modify resource investments if an analysis of future trends indicates that risk in a 
certain area is going down.  
22FEMA officials reported referring to the Homeland Security National Risk 
Characterization when conducting updates to its own risk assessment processes, since 
the DHS assessment was modeled in part off FEMA’s own work. FEMA officials did not 
report using any of the other stand-alone risk products.  



 
 
 
 
 

among other issues. For instance, former DHS officials who led the 
development of the HSSEA said that there were some hazards that stood 
out as high risk across multiple consequence categories, but reported 
DHS did not rank the risks because they were unable to develop criteria 
for risk tiers (such as what would be high risk, medium risk, or low risk, for 
example). Further, officials were concerned that risk-ranked priorities 
might imply the need to make resource changes to particular areas, when 
risk is just one of many inputs for decision-making. 

Former DHS officials who managed the QHSR risk assessment also said 
that conducting a DHS-wide risk characterization was a challenge on 
many levels. It required substantial dedicated resources and consensus 
on what the analysis would describe (e.g., which scenarios and models 
should be used). The officials added that there are not enough resources 
at DHS to put sufficient effort into an enterprise-wide risk assessment that 
includes prioritization of risk outcomes. Further, the officials 
acknowledged that risk communication—including communicating the 
process for and implications of prioritized risk-rankings—is a challenge. 
Officials said that integrating risk-informed decision-making throughout 
the department will require continued growth of DHS’s risk analysis 
community. The National Academies 2010 review of DHS’s approach to 
risk management echoed these statements in their recommendations to 
DHS, which included building a strong risk culture at DHS and 
incorporating robust social science capabilities into risk analyses and risk 
management practices.

Page 24 GAO-16-371  DHS Quadrennial Review 

23 

DHS officials said that they used the HSSEA results and QHSR to 
broadly inform department-level strategic planning. For example, officials 
said the System Mapping Initiative helped inform the development of the 
Southern Border and Approaches Campaign Plan and Strategy.24 
Officials added that the risk results helped inform the selection of strategic 

                                                                                                                     
23Evaluation of DHS Risk Analysis." National Research Council. Review of the 
Department of Homeland Security's Approach to Risk Analysis. Washington, DC: The 
National Academies Press, 2010. 
24In May, 2014, Secretary Johnson directed the creation of the Southern Border and 
Approaches Campaign, a unified approach to more effectively coordinate the assets of 
CBP, ICE, U.S. Citizenship and Immigration Services (USCIS), the USCG and other 
Departmental resources. The campaign’s intent is for effective enforcement and 
interdiction across land, sea, and air; to degrade transnational criminal organizations; and 
to do these things while still facilitating flow of lawful trade, travel, and commerce across 
U.S. borders.  



 
 
 
 
 

priorities in the DHS Strategic Priorities Framework and were 
incorporated into the annual budget guidance DHS provides to 
components. Because the Strategic Priorities Framework and annual 
budget guidance are considered internal deliberative work products, we 
were unable to review the complete documents in order to determine the 
extent to which the HSSEA and QHSR risk results were included. 
However, officials from ICE reported that the Strategic Priorities 
Framework was useful for understanding DHS’s position on where to 
accept risk. 

The 2013 risk management supplement to the NIPP states that 
comparing and prioritizing the risks faced by different entities helps 
identify where risk mitigation is most needed and determines and helps 
justify the selection of the most cost-effective risk management options. 
This risk prioritization supports resource allocation decisions, guides 
investments in these programs, and highlights the measures that offer the 
greatest return on investment. According to the NIPP, the risk 
prioritization process involves aggregating, combining, and analyzing risk 
assessment results to determine which assets, systems, networks, 
sectors, or combinations of these face the highest risk so that risk 
management priorities can be established. It also provides the basis for 
understanding potential risk-mitigation benefits that are used to inform 
planning and resource decisions. The QHSR risk assessment describes a 
wide range of homeland security challenges and is a valuable step toward 
using risk information to prioritize and select risk management activities. 
While the QHSR makes use of risk information, it provides limited 
information to support resource allocation or risk-based strategic 
planning, such as a relative risk ranking of the department’s strategic 
priorities. Without determining and communicating prioritized risk analysis 
outcomes, DHS is missing an opportunity to more efficiently implement 
programs, strategies, and policies to mitigate risk and is limited in its 
ability to identify the resources required for addressing different levels and 
types of risks.
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25Prioritizing risks could also assist with prioritizing mission areas, a QHSR reporting 
requirement that we found was not fully addressed. See further discussion of this QHSR 
reporting element in Appendix I.  
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The Department’s annual budget request was generally presented in 
alignment with the QHSR mission areas, but DHS has faced challenges 
accounting for its spending by mission, which it is taking actions to 
address. Specifically, the manner in which DHS’s annual appropriation is 
structured does not directly track to the DHS missions, and DHS officials 
reported that significant budget disparities and inconsistencies between 
its components and their appropriations and programs have contributed 
to a lack of transparency, inhibited comparisons between programs, and 
complicated managerial decision making. 

The President’s annual budget request for the department, as reflected in 
the DHS’s Budget in Brief for fiscal years 2015 and 2016, generally 
described funding priorities and requests at an organizational level (such 
as by component, office, and directorate), not by QHSR mission area. 
The Budget in Brief does, however, highlight select programs and 
activities that fall within each of the department’s QHSR mission areas. 
For example, the fiscal year 2016 Budget in Brief provided that within 
QHSR mission area 1—Preventing Terrorism and Enhancing Security—
the department requested $3.7 billion for TSA screening operations, $101 
million for radiological and nuclear detection equipment acquisition, and 
$94.5 million for Infrastructure Security Compliance funding to secure 
high risk chemical facilities, among other requests. The fiscal year 2016 
Budget in Brief provided similar examples within each DHS mission area, 
as well as examples of requests for other departmental initiatives. 

In general, DHS receives its funding through the enactment of an annual 
appropriations act. Historically, DHS’s annual appropriations have 
generally been organized into five titles, within which over 70 individual 
appropriation accounts and over 100 programs, projects, and activities 

DHS Budget Request 
and Performance 
Measures Align with 
QHSR Mission Goals 
DHS’s Budget Request 
Aligns with the QHSR, and 
DHS is Taking Actions to 
Account for its Spending 
by Mission Area 



 
 
 
 
 

(PPAs) are funded.
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26 The PPAs within DHS’s appropriation are generally 
not organized by mission-based programs, and according to DHS officials 
do not afford transparency or an easy understanding of how federal funds 
are being used. To provide increased visibility, comparability, and 
information on which to base resource allocation decisions, the report of 
the Committee on Appropriations of the House of Representatives 
accompanying the Department’s fiscal year 2015 appropriations bill 
directed DHS to develop a common appropriation structure (CAS) for 
implementation in the fiscal year 2017 budget cycle.27 According DHS’s 
fiscal year 2017 Budget in Brief, the President’s budget for the 
Department was submitted under a CAS that will improve DHS’s 
planning, programming, budgeting, and execution processes through a 
common framework consolidating its over 70 appropriations accounts into 
four standard appropriations and will better align programs to the DHS 
strategic missions and goals.28 

Officials from the Office of the Chief Financial Officer (OCFO) explained 
some of the potential benefits they hope to achieve through the CAS. For 
example, OCFO officials explained that while under the current system 
DHS is able to report broadly—such as on the amount spent on border 
security—it cannot report on specific obligations and expenditures within 
that category because the funding spans multiple agencies with different 

                                                                                                                     
26The five titles generally reflected in the Department’s annual appropriation acts through 
fiscal year 2016 are: Title I—Departmental Management and Operations; Title II—Security 
Enforcement and Investigations; Title III—Protection, Preparedness, Response, and 
Recovery; Title IV—Research, Development, Training, and Services; Title V—General 
Provisions. See, e.g., Pub. L. No. 114-113, div. F, 129 Stat. 2242 (2015).  See also 
Congressional Research Service, Department of Homeland Security: FY2015 
Appropriations (Washington, D.C., Nov. 20, 2014). In general, an appropriation account is 
the basic unit of an appropriation, generally reflecting each unnumbered paragraph in an 
appropriation act that typically encompasses a number of activities or projects and may be 
subject to restrictions or conditions, and, a PPA is an element within a budget account 
that, for annually appropriated accounts, is identified by reference to committee reports 
and budget justifications and is intended to provide a meaningful representation of the 
operations financed by a specific budget account.   
27See H.R. Rpt. No. 113-481, at 24 (June 19, 2014) (accompanying H.R. 4903, 113th 
Cong. (2d Sess. 2014)).   
28As included in the President’s fiscal year 2017 request for DHS, the four standard 
appropriations are: Research and Development ; Procurement, Construction and 
Improvements; Operations and Support; and Federal Assistance.  



 
 
 
 
 

accounting systems.
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29 However, the CAS (in conjunction with another 
ongoing project called the Accounting Classification Structure), is 
intended in part to help DHS better bridge its budget requests with 
execution of the QHSR strategy.30 Specifically, officials said their top level 
of accounting will reflect the life cycle of funds, while the second level will 
be standardized to newly defined mission programs. Officials said this 
change will make it easier to understand and compare what is currently 
captured by 100-plus PPAs that do not have a direct link to the QHSR 
missions and goals. DHS currently tracks this information to some extent, 
but in what they referred to as a shadow system that is not sustainable 
over the long term. 

Although DHS expects the CAS to improve accountability of funds and 
better align its PPA structure to focus on mission programs, DHS has 
reported that migrating over 70 appropriations accounts to four basic 
appropriation fund types will entail changes to the department’s PPA 
structure and that DHS has already faced challenges upgrading and 
integrating the many varied DHS financial systems, as well as maintaining 
oversight over the funding. DHS budget officials stated that DHS is 
working to manage these and other challenges through regular 
communication with component-level leadership and by briefing Congress 
regarding the budget and staffing levels needed to successfully complete 
the project. 

                                                                                                                     
29Components use financial systems to track obligations and expenditures by account and 
PPA, as well as object classification. The term “financial system” includes an information 
system, composed of one or more applications, that is used for collecting, processing, 
maintaining, transmitting, or reporting data about financial events; supporting financial 
planning or budgeting activities; accumulating and reporting costs information; or 
supporting the preparation of financial statements. Of the 15 DHS components and 
offices, 6 own and operate their own financial systems and the remaining components and 
offices, with the exception of the Office of Inspector General, which relies on the 
Department of the Treasury, are customers of those 6 components and offices and serve 
as internal shared service providers. For example, the USCG owns and operates a 
financial system, and TSA and the Domestic Nuclear Detection Office are customers of 
the USCG. Each of the 6 components and offices that own financial systems use different 
software or versions of software. GAO, DHS Management and Administration Spending: 
Reliable Data Could Help DHS Better Estimate Resource Requests, GAO-14-27 
(Washington, D.C.: Dec. 4, 2013). 
30Other benefits cited by OCFO officials included streamlining the department’s guidance, 
strengthening acquisition oversight, improving reporting accuracy, and standardizing 
budget terminology across the department so that mission area financial reporting will be 
possible.  

http://www.gao.gov/products/GAO-14-27


 
 
 
 
 

DHS has taken action to improve its guidance to components for their 
annual budgeting processes—one of many actions underway as part of 
the department’s Unity of Effort initiative.
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31 Officials from each component 
we interviewed (CBP, USCG, FEMA, ICE, NPPD, TSA) said the 
department’s annual Resource Planning Guidance (RPG) mirrored the 
priorities listed in the QHSR and fiscal year 2014-2018 Strategic Plan. 
Further, officials from 5 of 6 components said that the RPG was an 
improvement over the previous budget guidance, known as the Integrated 
Planning Guidance, since the RPG’s development was more transparent 
and the priorities were clearer. However, officials from 5 of the 6 
components said the most recent guidance—for the fiscal years 2017-
2021 budget cycle—was not issued with sufficient time to be incorporated 
into the budgeting process, which requires components to submit their 
budgets to DHS in the spring of each year. Specifically, officials said they 
did not receive the guidance until February 2015 for an April 2015 
deadline. Officials said that this potentially limited their ability to staff issue 
teams to explore budget issues and to engage in more detailed planning 
and analysis. Component officials reported that receiving the guidance in 
the fall would be preferable. DHS policy officials are aware of this concern 
and issued its fiscal years 2018 through 2022 guidance in December 
2015 and stated that the department plans to issue future guidance to 
components before the end of each calendar year. 

                                                                                                                     
31Under Secretary Johnson, DHS has implemented the Unity of Effort initiative, which 
aims to strengthen the bridges between the department’s planning, programming, 
budgeting, and execution functions. DHS has many Unity of Effort initiatives underway, 
including initiating the Deputies Management Action Group (DMAG), which has brought 
DHS senior leadership together to address departmental challenges. Officials from 5 of 
the 6 components we met with reported that the DMAG was positively affecting 
cooperation and coordination among the components. Additionally, under Unity of Effort, 
DHS has developed the Southern Border and Approaches Campaign Plan and Strategy 
which seeks to more effectively coordinate the assets and personnel of CBP, ICE, USCIS, 
and the USCG to address illegal cross-border flows—an issue highlighted in the QHSR.  

DHS Budget Guidance 
Reflects QHSR Priorities; 
Providing Guidance to 
Components Sooner is an 
Ongoing Priority 



 
 
 
 
 

DHS developed performance measures that link with each of the sixteen 
2014 QHSR mission goals, as shown in table 2, thus meeting one of the 
attributes of successful performance measures—that they should link, or 
align, with an agency’s goals and missions.
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Table 2: Examples of DHS Performance Measure Alignment with QHSR Mission Goals 

Mission Goal 

Percent of 
performance 

measures per goal 
that met FY2014 

target 
Examples of Performance
Measuresa  

1: PREVENT TERRORISM 
AND ENHANCE SECURITY 

1.1: Prevent Terrorist Attacks 82 Percent of overall compliance of 
domestic airports with established 
aviation security indicators  

1.2: Prevent And Protect Against the 
Unauthorized Acquisition or Use of 
Chemical, Biological, Radiological, and 
Nuclear Materials And Capabilities  

75 Percent of cargo conveyances that 
pass through radiation portal 
monitors upon entering the nation 
via land border and international rail 
ports of entry 

1.3: Reduce Risk to the Nation’s Critical 
Infrastructure, Key Leadership, and 
Events  

50 Percent of total protection activities 
that are incident-free at the White 
House Complex, Vice President’s 
Residence, and other protected 
facilities 

2: SECURE AND MANAGE 
OUR BORDERS 

2.1: Secure U.S. Air, Land, and Sea 
Border and Approaches  

80 Number of smuggled outbound 
weapons seized at the ports of entry  

2.2: Safeguard and Expedite Lawful 
Trade and Travel 

43 Percent of inbound cargo identified 
as potentially high-risk that is 
assessed or scanned prior to 
departure or at arrival at a U.S. port 
of entry  

2.3: Disrupt and Dismantle 
Transnational Criminal Organizations 
and Other Illicit Actors 

67 Percent of transnational gang 
investigations resulting in the 
disruption or dismantlement of high-
threat transnational criminal gangs  

                                                                                                                     
32GAO, Tax Administration: IRS Needs to Further Refine Its Tax Filing Season 
Performance Measures, GAO-03-143 (Washington, D. C.: Nov. 22, 2002). This report 
cited nine specific attributes as key to successful performance measures as criteria in 
assessing performance measures. The attributes were identified from various sources, 
such as earlier GAO work, the Office of Management and Budget Circular No. A-11, and 
GPRA. Of the nine attributes of successful metrics listed in this report, we determined that 
linkage was relevant to this evaluation. 

DHS Implemented 
Performance Measures for 
Each QHSR Mission and 
Goal 

http://www.gao.gov/products/GAO-03-143
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Mission Goal

Percent of 
performance 

measures per goal 
that met FY2014 

target 
Examples of Performance
Measuresa  

3: ENFORCE AND 
ADMINISTER OUR 
IMMIGRATION LAWS 

3.1: Strengthen and Effectively 
Administer The Immigration System 

33 Average of processing cycle time (in 
months) for naturalization 
applications 

3.2: Prevent Unlawful Immigration 71   Number of convicted criminal aliens 
removed per fiscal year  

4: SAFEGUARD AND 
SECURE CYBERSPACE 

4.1: Strengthen the Security and 
Resilience of Critical Infrastructure 
Against Cyber Attacks and Other 
Hazards 

83 Percent of organizations that have 
implemented at least one 
cybersecurity enhancement after 
receiving a cybersecurity 
vulnerability assessment or survey 

4.2: Secure the Federal Civilian 
Government Information Technology 
Enterprise  

100 Percent of traffic monitored for cyber 
intrusions at civilian Federal 
Executive Branch agencies  

4.3: Advance Cyber Law Enforcement, 
Incident Response, and Reporting 
Capabilities  

40 Amount of dollar loss prevented by 
Secret Service cyber investigations  

4.4: Strengthen the Cyber Ecosystem 100 Percent of planned cyber security 
products and services transitioned 
to government, commercial, and 
open sources 

5: STRENGTHEN 
NATIONAL 
PREPAREDNESS AND 
RESILIENCE 

5.1: Enhance National Preparedness 50 Percent of states and territories with 
a Threat and Hazard Identification 
and Risk Assessment (THIRA) that 
meets current DHS guidance  

5.2: Mitigate Hazards And Vulnerabilities 80 Reduction in the potential cost of 
natural disasters to communities 
and their citizens (in billions) 

5.3: Ensure Effective Emergency 
Response 

57 Percent of incident management 
and support actions taken that are 
necessary to stabilize an incident 
that are performed within 72 hours 
or by the agreed upon time 

5.4: Enable Rapid Recovery 0 (none) Percent of recovery services 
through Public Assistance delivered 
to communities gauging the quality 
of program services, supporting 
infrastructure, and customer 
satisfaction following a disaster 

Source: DHS Fiscal Year 2014-2016 Annual Performance Report, February 2, 2015. | GAO-16-371 
aDHS uses multiple performance measures for each mission goal. 



 
 
 
 
 

We reported in 2011 that DHS had not developed performance measures 
for all of the 2010 QHSR missions, goals, and objectives.
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33 Specifically, 
DHS had developed performance measures for 13 of the 14 mission 
goals, having not yet developed performance measures for Goal 2.3, 
Disrupt and Dismantle Transnational Criminal Organizations.34 For the 
2014 QHSR, as mentioned above, the number of mission goals increased 
to 16 (instead of 14), and DHS had established performance measures 
for all 16 mission goals—including Goal 2.3—as well as new measures 
related to new Mission 4 goals for cybersecurity.35 DHS’s Annual 
Performance Report, which presents DHS’s performance measures and 
applicable results aligned to missions, and provides the planned 
performance targets and priority goals, indicated that at the end of fiscal 
year 2014, 63 percent of all of DHS’s measures met their targets, and a 
review of trends in the results showed that 71 percent of the measures 
sustained or improved performance from fiscal year 2013. However, 
according to DHS, not all of the mission goals have credible outcome 
measures. We did not assess the quality or usefulness of the 
performance measures for the 2014 QHSR mission goals, as this was 
outside the scope of our review. 

According to DHS SPAR and PA&E officials, both the 2010 and 2014 
QHSR reports informally relied on feedback from DHS performance 
measures to inform changes to the QHSR. In addition, DHS has 
developed an approach relying on an existing process—referred to as the 
Strategic Review Process—that assesses whether changes are needed 
to broad DHS planning documents, such as the QHSR, based on 
performance measure results. In 2014, DHS conducted its first Strategic 
Review Process while the second QHSR was in its final clearance and 
publication phase. According to DHS officials, findings from the Strategic 
Review Process may help provide feedback for areas of focus and new 
measure development. Further, according to officials, the use of the DHS 
Annual Performance Report is just one of multiple resources DHS SPAR 
will use to inform development of the next QHSR. 

                                                                                                                     
33GAO-11-873. 
34We reported in 2011 that DHS was developing measures for this mission goal. 
35Mission goal 2.3 did not change between the 2010 and 2014 QHSRs.  

http://www.gao.gov/products/GAO-11-873
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DHS took steps to expand its outreach in 2014 QHSR process to elicit 
input from a broader set of stakeholders, including additional nonfederal 
entities such as state, local, and tribal governments; private organizations 
and foreign governments. In addition to the seven federal agencies 
specified by the 9/11 Commission Act, DHS consulted directly with two 
additional federal agencies and doubled the number of stakeholder 
organizations that it contacted during the 2014 QHSR process.36 DHS 
also provided briefings to five foreign governments—Australia, Canada, 
Mexico, New Zealand, and the United Kingdom—and provided regular 
briefings to members of Congress, the Executive Office of the President, 
and other federal partners. In total, DHS estimates that it contacted about 
40,000 homeland security stakeholders via email requesting their input 
and expertise in the 2014 QHSR process.37 Although DHS SPAR officials 
used multiple mechanisms to reach stakeholders during the 2014 QHSR 
process, including briefings, meetings and existing committee structures, 
it relied primarily on its electronic tools to elicit input from nonfederal 
stakeholders. Figure 8 provides an overview of the collaboration 
mechanisms used to engage stakeholders. 

                                                                                                                     
36According to DHS, about 100 homeland security organizations were invited to 
participate in 2010 and more than 200 organizations in 2014. Although DHS explained 
that it is difficult to quantify the exact number of homeland security experts that were 
contacted, the number of stakeholder organizations/associations were reported in the 
2010 and 2014 QHSR reports, respectively. 
37DHS contacted these stakeholders via existing homeland security list-servs managed by 
FEMA, the Naval Postgraduate School, and the First Responder Community of Practice, 
among others. 

DHS Expanded 
Outreach to 
Stakeholders but 
Could Improve 
Collaboration 

DHS Sought QHSR Input 
from a Broader Range of 
Stakeholders 



 
 
 
 
 

Figure 8: Overview of Collaboration Mechanisms to Engage 2014 QHSR Stakeholders 
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According to DHS officials, the electronic tools elicited the views of more 
than 2,000 registered participants and informed the analytical studies that 
ultimately shaped the final QHSR report. Given the volume and diversity 
of views among the stakeholders, DHS determined that using the 
electronic tool mechanism was the most efficient way to capture the 



 
 
 
 
 

majority of the input from the nonfederal entities for the 2014 QHSR 
review. 

In 2011, we recommended that DHS provide more time for consulting 
with stakeholders during the QHSR process to help ensure that 
stakeholders have the time needed to review QHSR documents and 
provide input into the review. We recommended that DHS build this time 
into the department’s project planning for the 2014 QHSR. Yet, this 
recommendation was not implemented and the timeliness issue persisted 
in the 2014 QHSR, based on what QHSR stakeholders told us. In a 
survey we conducted of QHSR stakeholders, we asked whether DHS 
provided a clear overview of the timeframes and stakeholder 
responsibilities during each of the four phases of development.
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Stakeholders varied in their responses from about fourteen percent 
reporting that they did not receive a clear overview of the timeframes and 
responsibilities in phase 1 to 34 percent in phase 4 of the QHSR process. 
Stakeholder narrative responses also indicate that these timeframes 
shifted and that overall time constraints persisted throughout the QHSR 
process. For example, in the narrative portion of our survey, almost all of 
the DHS respondents (14 out of 16) who replied to a question on 
timeliness stated that time constraints during the consultation process 
either led to disruptions or may have hindered their ability to properly 
identify and consult with appropriate subject matter experts within their 
agency. One respondent noted that accelerated timeframes negatively 
impacted their ability to ensure substantive engagement with the state, 
local, and tribal leaders while another noted that “arbitrary” and 
“unpredictable” timeframes resulted in time away from their mission. In 
addition, in our interviews with federal stakeholders, officials from five of 
nine federal agencies stated that involving the agencies earlier in the 
process could help alleviate compressed timeframes in the final review 
phase. 

According to program management standards, stakeholder and program 
time management are recognized practices, among others, for operating 

                                                                                                                     
38Survey respondents, totaling 93 stakeholders, consisted of representatives from federal 
and nonfederal entities, including, other federal departments and agencies, DHS 
headquarter offices and components, state, local and tribal associations, an intelligence 
organization, think tanks, and academic organizations. See appendix II for more 
information on the survey methodology and respondent characteristics. 
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programs successfully.
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39 Because stakeholders are defined as those 
whose interests might be affected by the program outcomes and play a 
critical role in the success of any program, stakeholder consultations 
should include an active exchange of accurate, consistent and timely 
information that reaches all relevant stakeholders. Time management is 
necessary for program components and entities to keep the overall 
program on track and produce a final product. According to SPAR 
officials, the time constraints for the 2014 QHSR were related to a 
combination of factors such as a communication delay associated with 
the government shutdown and the change in DHS leadership in 2013, 
delays in the report vetting process, and inadequate planning in the early 
stages of the review.40 For example, the delay in the release of the terms 
of reference document led to delays in other areas such as the 
establishment of study groups and ultimately delayed the efforts to 
conduct outreach to stakeholders. DHS officials responsible for 
conducting stakeholder outreach expressed frustration with the delays 
and noted that they were unable to move forward with planned outreach 
activities. In addition, DHS SPAR officials acknowledged that engaging 
the stakeholder community early and regularly needs to be built into the 
planning for the review. 

We continue to believe that taking steps to ensure stakeholders have the 
time necessary to provide quality input is critical for DHS to incorporate 
their expertise and perspectives. We recognize the possibility of 
leadership changes and report vetting delays, but it is precisely because 
of such contingencies that planning for and building in sufficient time 
would better ensure that all key stakeholders can fully participate in the 
event of such delays. As a result of time constraints, the QHSR process 
may not have benefitted from the full participation of all relevant 
stakeholders and may have missed opportunities to incorporate their 
perspectives. 

                                                                                                                     
39The Project Management Institute, Inc. The Standard for Program Management-Third 
Edition, 2013. 
40According to DHS officials, QHSR operations were suspended during the U.S. 
government shut down from October 1, 2013, through October 16, 2013.  DHS Secretary 
Johnson replaced Secretary Napolitano in December 2013 and the leadership change led 
to delays in the processing and vetting of documents within DHS, according to DHS 
officials. 
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According to QHSR planning documents and DHS Policy officials, 
obtaining and incorporating the perspectives of the entire homeland 
security enterprise, including relevant federal and nonfederal 
representatives was a key step in the development of the 2014 QHSR. 
Federal and nonfederal survey respondents indicated, however, that 
QHSR stakeholder outreach meetings did not allow for interactive 
exchange between stakeholders and DHS officials. In the narrative 
responses to our survey, 43 of 61 respondents to one question in our 
survey stated that collaboration with stakeholders could be improved. 
These respondents included federal and nonfederal stakeholders. For 
example, one survey respondent noted that stakeholders were asked to 
react to information provided by DHS rather than participating in 
formulating the approach and execution of the studies. 

In addition to indications of collaboration challenges in our stakeholder 
survey results, during our interviews with federal departments and 
agencies, six of nine federal representatives stated that they felt DHS’s 
communication with them was “one-way” and led to an overall sense that 
stakeholder input was not valued or genuinely sought after. 

DHS also held working meetings with internal DHS QHSR stakeholders, 
including senior and component leadership, to elicit input and feedback. 
However, the After Action Report also stated that some stakeholders 
believed that meetings included issues that had already been resolved or 
decided upon by DHS leadership. Specifically, the report noted that the 
DHS components viewed the meetings as opportunities to “check the 
box” that internal DHS stakeholders were consulted instead of true 
opportunities for input. The report recommended that future QHSR 
stakeholder consultation sessions follow a structure where leaders ask for 
information, groups present findings for discussion, and leaders review 
and provide feedback until a resolution is reached. 

Project management standards state that effective stakeholder 
engagement involves gaining and maintaining stakeholder “buy in” for the 
program’s objectives, benefits, and outcomes throughout the effort. 
Specifically, program managers should employ communication methods 
that target specific stakeholder needs, expectations, and wants and also 

Improved Use of 
Collaboration Mechanisms 
Could Benefit Stakeholder 
Consultations 

DHS Did Not Provide Sufficient 
Feedback Opportunities During 
Meetings 



 
 
 
 
 

consider interactive “two way” communication since it is the most efficient 
way to ensure common understanding by all participants on specified 
topics.
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DHS SPAR officials stated that although they initially planned to employ 
interactive meetings, particularly to reach the nonfederal stakeholders, 
staff, resource, and time constraints restricted DHS’s ability to engage in 
a fully collaborative effort and hindered its ability to employ other 
mechanisms that would have enabled more interactive feedback. DHS 
used mechanisms such as existing groups within DHS and events to 
connect with nonfederal stakeholders, but DHS officials stated that these 
events did not provide interactive feedback with the audience. For 
example, DHS briefed stakeholders from the private sector via meetings 
and although these meetings are helpful in contacting relevant 
stakeholders and informing them of QHSR issues, these sessions did not 
allow for stakeholder responses and exchange.42 DHS SPAR officials 
further acknowledged that the effort to reach out to stakeholders via 
electronic tools became more of an information sharing exercise instead 
of a means for interactive feedback. In addition, DHS’s 2014 QHSR After 
Action Report noted that the online tools were used to validate study 
findings instead of informing them as originally planned. 

By not fostering interactive communication with federal and nonfederal 
stakeholders, DHS may have missed opportunities to fully engage the 
entire homeland security enterprise and thereby may not have fully 
informed the QHSR effort. A means for engaging both federal and 
nonfederal stakeholders in interactive communication could help ensure 
common understanding across the enterprise and elicit more robust 
contributions for stakeholders. 

In order to facilitate collaboration and information sharing among the 
internal DHS stakeholders, DHS Policy requested and received detailee 
staff at the supervisory level from each of the DHS internal components to 
serve a 6 month assignment with the QHSR core team led by DHS 

                                                                                                                     
41Project Management Institute, Inc. The Standard for Program Management-Third 
Edition, 2013; and Project Management Institute Inc. A Guide to the Project Management 
Body of Knowledge(PMBOK® Guide),  Fifth Edition, 2013. 
42These meetings were conducted via the standing DHS federal advisory committees.  
See generally 5 U.S.C. App. § 2. 
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SPAR.
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43 Specifically, detailees were to serve as primary analysts 
supporting the QHSR studies and perform liaison activities between DHS 
SPAR and component leadership.44 According to DHS SPAR officials, the 
detailee program was a useful mechanism in ensuring that DHS 
components had a voice in the QHSR process. DHS SPAR officials 
added that the detailees provided valuable insights and contributions to 
the QHSR process. However, in the narrative portion of our survey and in 
our interviews with DHS components, respondents expressed concerns 
regarding the purpose and utilization of these staff. For example, DHS 
officials at 4 of 9 components told us that the staff detailed to support the 
QHSR effort either could have used additional clarity or did not have a 
clear understanding of their roles and responsibilities.  One of the 
detailees stated that they had not been used to communicate information 
between the component and DHS SPAR. In addition, the DHS After 
Action Report acknowledged that some detailees were not utilized 
effectively, seemed to lack clear tasks to perform on a regular basis, and 
did not have subject matter expertise needed to support the studies. For 
example, the report noted that some detailees struggled comprehending 
the terminology used during the studies and therefore were confused as 
to how they could best support the effort. The After Action report stated 
that the components receive more advanced notice on the type of 
detailee that would be needed to support the QHSR process and consider 
identifying the study topics in advance of requesting the detailees so that 
the components can provide detailees with relevant expertise. 

According to key principles of inter-agency collaboration, identifying and 
clarifying the roles and responsibilities of staff, such as component 
detailees, by ensuring that they have appropriate knowledge, skills, and 

                                                                                                                     
43The following DHS components provided detailees for a 6-month assignment to support 
the QHSR effort led by DHS SPAR: U.S. Customs and Border Protection (CBP), Domestic 
Nuclear Detection Office (DNDO), Federal Emergency Management Agency (FEMA), 
Office of Intelligence and Analysis (I&A),U.S. Immigration and Customs Enforcement 
(ICE), National Protection and Programs Directorate (NPPD), Office of Health Affairs 
(OHA), Office of International Affairs (OIA), Office of Public Affairs (OPA), Office of 
Operations Coordination (OPS), Transportation Security Administration (TSA), United 
States Coast Guard (USCG), United States Citizenship and Immigration Service (USCIS) 
and United States Secret Service (USSS). Supervisory level refers to the DHS GS-15 
level federal staff. 
44DHS Policy requested detailee support from components in a letter dated April 2013.  
Liaison activities include detailees performing “reach back” tasks such as keeping 
respective component leadership apprised of QHSR progress. 



 
 
 
 
 

abilities, can strengthen collaboration.
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45 Such clarification would better 
enable DHS to derive the benefit of obtaining homeland security 
enterprise-wide input and feedback. However, DHS SPAR officials stated 
that some of the confusion about detailee roles and responsibilities may 
have been because SPAR received a detailee at the supervisory level 
from each component, but later recognized that it needed individuals with 
relevant analytical skill sets to inform the QHSR—not just supervisory 
skills. Although the initial DHS Policy letter requesting detailees from 
components specified the need for analytical skills, it did not specify the 
types of or areas of expertise needed. The After Action Report also stated 
that by requesting study topics earlier there would be additional time to 
identify detailees with relevant subject matter expertise. SPAR officials 
stated that in the future, they would consider specifying the types of 
expertise needed from the component staff in advance of their request. 
Without recruiting detailees with the appropriate subject matter expertise 
and identifying and clarifying the roles and responsibilities, component 
stakeholders may not have the information that they need to fully 
participate and be invested in the process, and may thereby not be fully 
committed to the QHSR effort. 

 
The homeland security threats to the nation are continuously evolving and 
in recent years have included cyber security breaches, mass shootings, 
and natural disasters that have devastated portions of the United States. 
In order to effectively respond to the nation’s changing security 
conditions, DHS must regularly review and refine the nation’s homeland 
security strategy, missions, and goals. Both the first and second 
Quadrennial Homeland Security Reviews were massive undertakings 
involving considerable time and resources on the part of DHS, as well as 
the input of numerous federal agencies, state and local government 
entities, and academics. In developing its second QHSR, DHS took 
important steps toward assessing homeland security risks and also 
sought to engage a wider audience of stakeholders in developing and 
reviewing the strategy. DHS officials said the QHSR risk assessment was 
highly complex and they faced limited time, personnel, and available data 
with which to conduct and document the assessment. However, not fully 
documenting the assessment and its methodology lessens the 

                                                                                                                     
45GAO, Managing for Results: Key Considerations for Implementing Interagency 
Collaborative Mechanisms, GAO-12-1022 (Washington, D.C.: September 2012). 
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defensibility of the results and limits the assessment’s reproducibility for 
future QHSRs. Furthermore, these data and methodological limitations, 
along with concerns on the part of senior leadership with using risk 
assessment results to support a relative risk-ranking of the department’s 
strategic priorities, resulted in DHS missing an opportunity to use the 
QHSR to more efficiently implement programs, strategies, and policies to 
address different levels and types of risks. Last, insufficient forums for 
multi-directional collaboration and DHS SPAR’s unclear expectations of 
component detailees resulted in DHS missing opportunities to engage 
with the full range of homeland security stakeholders capable of informing 
the QHSR effort. For its next QHSR, DHS has an opportunity to build on 
its progress to date in order to ensure its missions, goals, and strategy 
addresses the most significant homeland security risks and is 
representative of the full breadth of homeland security stakeholders.  

 
To ensure the quality of the risk assessments used to inform its future 
QHSR processes, the Secretary of Homeland Security should direct the 
Assistant Secretary for Policy to ensure future QHSR risk assessment 
methodologies reflect key elements of successful risk assessment 
methodologies, such as being: 

· Documented, which includes documenting how risk information was 
integrated to arrive at the assessment results, 

· Reproducible, which includes producing comparable, repeatable 
results, and 

· Defensible, which includes communicating any implications of 
uncertainty to users of the risk results. 

To enable the use of risk information in supporting resource allocation 
decisions, guiding investments, and highlighting the measures that offer 
the greatest return on investment, the Secretary of Homeland Security 
should direct the Assistant Secretary for Policy to refine its risk 
assessment methodology so that in future QHSRs it can compare and 
prioritize homeland security risks and risk mitigation strategies. 

To ensure proper management of the QHSR stakeholder consultation 
process, the Secretary of Homeland Security should direct the Assistant 
Secretary for Policy to identify and implement stakeholder meeting 
processes to ensure that communication is interactive when project 
planning for the next QHSR.  
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To ensure proper management of the internal QHSR stakeholder 
consultation process, the Secretary of Homeland Security should direct 
the Assistant Secretary for Policy to clarify component detailee roles and 
responsibilities when project planning for the next QHSR. 

 
We requested comments on a draft of this report from DHS. On April 4, 
2016, DHS provided written comments, which are reprinted in appendix 
V. DHS concurred with our four recommendations and described actions 
planned to address them. With regard to our first recommendation that 
DHS ensure future QHSR risk assessment methodologies reflect key 
elements of successful risk assessment methodologies—such as being 
documented, reproducible, and defensible—DHS stated that it believed 
that the 2013 Homeland Security National Risk Characterization 
(HSNRC) was complete, documented, reproducible, and defensible, 
consistent with the National Infrastructure Protection Plan guidance. DHS 
further stated that the HSNRC was developed using sound risk analysis 
methodologies informed by well-established analytical protocols and 
reproducible data provided by multiple DHS and component programs 
and subject matter experts, and that analysis was reviewed by the DHS 
Risk Executive Steering Committee and documented throughout the 
development of the HSNRC.  

However, our review of DHS’s HSNRC documentation, as well as 
documentation on the Homeland Security Strategic Environment 
Assessment (of which the HSNRC is a part), found that DHS did not fully 
document how its risk results (from both its quantitative and qualitative 
analyses) were synthesized to generate its list of standout hazards and 
included only a limited description of data DHS relied on to generate its 
results. Further, DHS did not provide a description of how any data or 
methodological limitations should be interpreted by users of the results. 
Our review of DHS’s documentation also found that DHS did not provide 
an explanation of how all of the various Homeland Security Strategic 
Environment Assessment elements—the system maps, the risk ranking 
from the HSNRC, the trends analysis, or the threat reports—were 
combined to generate the QHSR risk narrative or other risk findings. DHS 
provided an explanation that its various analyses were combined in order 
to generate insights, but did not provide descriptions of the weighting 
factors, assumptions, and subjective judgments that went into 
synthesizing what DHS referred to as static and dynamic risk. In addition, 
beyond informing a strategic context, it is unclear how (if at all) decision-
makers should interpret and use the QHSR risk results. Incorporating the 
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key principles of a successful risk assessment methodology can help 
DHS demonstrate the basis of its risk management strategies and help 
ensure their validity for guiding QHSR mission and goals.  

Regarding our second recommendation that DHS refine its risk 
assessment methodology so that in future QHSRs it can compare and 
prioritize homeland security risks and risk mitigation strategies, DHS 
stated that it will continue to refine its risk assessment methodology and 
expand its use of comparative risk analysis in the next HSNRC. 
Regarding our third recommendation that DHS identify and implement 
stakeholder meeting processes to ensure that communication is 
interactive when project planning for the next QHSR, DHS stated it is 
developing an extensive stakeholder outreach plan to include leveraging 
the Homeland Security Information Network and its access to a broad 
community of federal, state, and local stakeholders across the homeland 
security enterprise. The outreach plan is to include using on-line tools, in-
person subject matter expert interviews, and extensive interagency 
coordination to facilitate information exchanges, document reviews, and 
feedback throughout the analysis and review phases of the next QHSR. 
In regards to the fourth recommendation that DHS clarify component 
detailee roles and responsibilities when project planning for the next 
QHSR, DHS stated that it will request DHS directorate and component 
detailees with specific skill sets and provide clearly defined timelines and 
objectives to support the QHSR.  DHS also provided technical comments, 
which we incorporated as appropriate. 

We also requested comments on a draft of this report from the 
Departments of Agriculture, Defense, Health and Human Services, 
Justice, State, Transportation, Treasury, and Veterans Affairs, the 
Environmental Protection Agency, and the Office of the Director of 
National Intelligence. The Department of State provided comments in an 
email received March 31, 2016, emphasizing the importance of risk-
based resource allocation as well as the importance of linking operations 
and performance metrics to risk information. In an e-mail received from a 
departmental liaison on March 23, 2016, the Department of Agriculture 
indicated that it had no comments on the report. In e-mails received from 
departmental liaisons on March 29, 2016, the Department of 
Transportation and Department of Veterans Affairs indicated that they 
had no comments on the report. In e-mails received from departmental 
liaisons on March 30, 2016, the Department of Health and Human 
Services, Department of Defense, and the Office of the Director of 
National Intelligence indicated that they had no comments on the report. 
In an e-mail from a departmental liaison on April 1, 2016, the Department 
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of Justice indicated that it had no comments on the report. In an e-mail 
received on April 4, 2016 from an agency liaison, the Environmental 
Protection Agency indicated that it had no comments on the report. In an 
e-mail received on April 8, 2016, from the Department of the Treasury’s 
Director for Emergency Programs the department indicated that it had no 
comments on the report. 

 
We are sending copies of this report to the Secretaries of Agriculture, 
Defense, Health and Human Services, Homeland Security, State, 
Transportation, Treasury and Veterans Affairs; the Attorney General; the 
Director of National Intelligence; Administrator of the Environmental 
Protection Agency; and selected congressional committees. In addition, 
this report will be available at no charge on the GAO Web site at 
http://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
me at (213) 830-1011 or vonaha@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last 
page of this report. Key contributors to this report are listed in appendix V. 

Andrew Von Ah 
Acting Director, Homeland Security and Justice Issues 
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Appendix I: 9/11 Commission Act Quadrennial 
Homeland Security Review (QHSR) Reporting 
Elements 
 
 
 

Of the nine reporting elements specified in the Implementing 
Recommendations of 9/11 Commission Act of 2007 (9/11 Commission 
Act) for inclusion in the QHSR report, the Department of Homeland 
Security (DHS) addressed five and did not fully address four through the 
2014 QHSR report, finalized in June 2014, and the DHS Fiscal Years 
2014-2018 Strategic Plan (Strategic Plan), released in December 2014, 
as shown in table 4.
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1 Elements DHS addressed in those documents 
included a description of homeland security threats, discussions of the 
status of cooperation among federal agencies and between the federal 
government and state, local, and tribal governments, an explanation of 
underlying assumptions for the QHSR report, and other matters 
considered important. Elements not fully addressed included a prioritized 
list of homeland security missions, a description of the budget plan 
required to execute the full range of missions, and an assessment of the 
alignment of DHS with the QHSR missions. 

DHS officials agreed with our overall assessment, but asserted that the 
specifications for some of the elements we found as not fully addressed 
were reported through other relevant documents. For example, according 
to DHS officials, the specification for identifying a budget plan was met 
through the FY2015-2019 Future Years Homeland Security Program 
report, published on August 11, 2014. DHS also stated that alignment of 
human resources systems was addressed in DHS’s FY2015-2019 Human 
Capital Strategic Plan. For the purposes of evaluating whether DHS 
addressed the QHSR reporting elements, we limited our review to the 
QHSR report and DHS’s Strategic Plan, which references the QHSR 
report and further articulates homeland security missions, goals and 
strategies. We did not review any additional documents that DHS had 
published pertaining to issues identified for inclusion in the QHSR report, 
like the budget or human resources-related matters. Therefore, we did not 
evaluate whether DHS addressed the reporting requirements through 
means outside of these two documents. 

The statute establishing the QHSR provides that each such review “shall 
be a comprehensive examination of the homeland security strategy of the 
Nation, including recommendations regarding the long-term strategy and 
priorities of the Nation for homeland security and guidance on the 
programs, assets, capabilities, budget, policies, and authorities of the 

                                                                                                                     
1See Pub. L. No. 110-53, § 2401(a), 121 Stat. 266, 543-45 (2007); 6 U.S.C. § 347(c). 
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Department.” The statute further requires that DHS submit to Congress a 
report regarding the QHSR, and identifies specific elements the report is 
to include. Our review of the QHSR report and the Strategic Plan 
concluded that while DHS had addressed five of the elements mandated 
for inclusion, it did not fully address four of the elements. Consequently, 
to the extent Congress anticipated the submission of a single 
comprehensive QHSR report that fully addressed each of the nine 
elements specified in the 9/11 Commission Act, rather than multiple DHS 
products that may collectively address each element, the report submitted 
to Congress on June 18, 2014, falls short. In addition, DHS issued the 
QHSR report after December 31, 2013, the date contemplated in the 9/11 
Commission Act for DHS to report on the results of the quadrennial 
review conducted in 2013.
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2 According to DHS officials, DHS released the 
QHSR report after this date because leadership changes, specifically the 
appointment of a new Homeland Security Secretary in October 2013, 
occurred prior to the completion of the 2014 QHSR and thus extended the 
report’s review time frames. 

                                                                                                                     
2Specifically, the 9/11 Commission Act provides that the Secretary shall conduct a 
quadrennial homeland security review (QHSR) in fiscal year 2009 and every four years 
thereafter, and further provides that the Secretary of Homeland Security shall submit a 
report to Congress regarding the QHSR not later than December 31 of the year in which 
the review is conducted. See 6 U.S.C. § 347(a)(1), (c)(1). With regards to the timing of the 
QHSR report, the Conference Report accompanying the 9/11 Commission Act provides 
that the review should take place in the first year after a Presidential election so that a new 
Administration can act upon the results of the review or a re-elected Administration can 
review its policies and emerging threats and revise the review accordingly, and further 
recognizes that the timing of the report recognizes the time span during which a new 
President will appoint and the Senate will confirm senior departmental officials who will be 
responsible for the review.  See H.R. Rpt. No. 110-259, at 402 (July 25, 2007) (Conf. 
Rpt.). 



 
Appendix I: 9/11 Commission Act Quadrennial 
Homeland Security Review (QHSR) Reporting 
Elements 
 
 
 

Table 3: GAO Assessment of Reporting Elements in Department of Homeland Security’s (DHS) 2014 Quadrennial Homeland 

Page 47 GAO-16-371  DHS Quadrennial Review 

Security Review (QHSR) Report and FY2014 - FY2018 Strategic Plan 

QHSR elements and comments 

GAO Overall 
Assessment, 
per Element 

(1) Each report shall include “the results of the quadrennial homeland security review.” 
1 – Delineate and update, as appropriate, the national homeland security strategy, consistent with appropriate 
national and department strategies, strategic plans, and Homeland Security Presidential Directives, including the 
National Strategy for Homeland Security, the National Response Plan, and the Department Security Strategic 
Plan (addressed) 
2 – Outline and prioritize the full range of the critical homeland security mission areas of the nation (not fully 
addressed) 
3 – Describe the interagency cooperation, preparedness of federal response assets, infrastructure, budget plan, 
and other elements of the homeland security program and policies of the nation associated with the national 
homeland security strategy, required to execute successfully the full range of missions called for in the national 
homeland security strategy (not fully addressed) 
4 – Identify the budget plan required to provide sufficient resources to successfully execute the full range of 
missions called for in the national homeland security strategy (not fully addressed) 
5 – Include an assessment of the organizational alignment of the department with the national homeland security 
strategy (addressed) 
6 –Review and assess the effectiveness of the mechanisms of the department for executing the process of 
turning the requirements developed in the quadrennial homeland security review into an acquisition strategy and 
expenditure plan within the department (addressed) 

Comments: We found that this element was not fully addressed because the 2014 QHSR report and 2014-2018 
Strategic Plan included descriptions of the results of some but not all of the elements that the 9/11 Commission Act 
specified for the quadrennial review. Specifically, the act required that, in conducting the review, DHS include six 
elements, listed below. 
DHS concurred with our assessment. However, according to DHS officials, the requirement to identify a budget plan 
was met through the FY 2015-19 Future Years Homeland Security Program (FYHSP). In addition, DHS officials stated 
that the 2014-2018 DHS Strategic Plan addressed element two by highlighting the prioritization of activities within 
missions. However, for purposes of our review, we evaluated the QHSR report and DHS’s Strategic Plan, but did not 
evaluate documents that DHS had subsequently published. The QHSR report did not include a budget plan and, 
although we agree that prioritization within the QHSR mission areas was established in the Strategic Plan, DHS did 
not prioritize the five mission areas relative to one another. 

Not fully 
addressed 

(2) Each report shall include “a description of the threats to the assumed or defined national homeland security 
interests of the Nation that were examined for the purposes of that review.” 
Comments: We found that this element was addressed because the 2014 QHSR report included a description of the 
evolving threats and hazards that will drive risk for a five year period. The QHSR report also included potential “Black 
Swans”—highly unlikely scenarios that would dramatically affect homeland security. 
DHS concurred with our assessment. 

Addressed 
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QHSR elements and comments

GAO Overall 
Assessment, 
per Element

(3) Each report shall include “the national homeland security strategy, including a prioritized list of the critical 
homeland security missions of the Nation.” 
Comments: We found that this element was not fully addressed because although the report references the 
homeland security strategy, and the 2014 QHSR report and Strategic Plan include a list of homeland security missions 
considered top priorities, the QHSR report does not prioritize among the five missions. 
The five mission areas listed in the QHSR report are: 
(1) prevent terrorism and enhance security, 
(2) secure and manage our borders, 
(3) enforce and administer our immigration laws, 
(4) safeguard and secure cyberspace, and 
(5) strengthen national preparedness and resilience 
According to the QHSR report, the list of missions provides a forward-looking understanding of risk that is intended to 
allow DHS to prioritize actions within the five missions, and is intended to maximize the use of limited resources. In 
addition, the Strategic Plan includes QHSR mission area priorities representing the highest priority efforts for DHS 
within each mission. However, similar to the QHSR report, the overall missions are not prioritized in comparison to one 
another in the Strategic Plan. 
DHS concurred with our assessment. However, DHS officials noted that the prioritization of activities within missions 
was published in the 2014-2018 DHS Strategic Plan. We agree that prioritization within the QHSR mission areas was 
established in the Strategic Plan; however, a prioritized list among the five mission areas was not included in either 
the QHSR report or the Strategic Plan. 

Not fully 
addressed 

(4) Each report shall include “a description of the interagency cooperation, preparedness of Federal response assets, 
infrastructure, budget plan, and other elements of the homeland security program and policies of the Nation 
associated with the national homeland security strategy, required to execute successfully the full range of missions 
called for in the applicable national homeland security strategy referred to in subsection [6 U.S.C. § 347] (b)(1) and the 
homeland security mission areas outlined under subsection [§ 347](b)(2).” 
Comments: We found that this element was not fully addressed because the 2014 QHSR Report and Strategic Plan 
discussed interagency cooperation, federal response asset preparedness, infrastructure, and other elements of the 
homeland security program required to execute the five QHSR mission areas, but did not provide a description of a 
budget plan. 
DHS concurred with our assessment. However, DHS officials noted that the requirement to identify a budget plan was 
met through the FYHSP, published on August 11, 2014. For the purposes of our review, we limited our assessment to 
the QHSR report and DHS’s Strategic Plan, and therefore did not assess the FYHSP.  

Not fully 
addressed 
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QHSR elements and comments

GAO Overall 
Assessment, 
per Element

(5) Each report shall include “an assessment of the organizational alignment of the Department with the applicable 
national homeland security strategy referred to in subsection [6 U.S.C. § 347] (b)(1) and the homeland security 
mission areas outlined under subsection [§ 347](b)(2), including the Department’s organizational structure, 
management systems, budget and accounting systems, human resources systems, procurement systems, and 
physical and technical infrastructure.” 
Comments: We found that this element was not fully addressed because the 2014 QHSR report and Strategic Plan 
addressed some, but not all, components of the requirement. The QHSR report and Strategic Plan included an 
assessment of the alignment of the DHS’s organizational structure with the five QHSR mission areas. However, of the 
alignment of management systems, budget and accounting systems, procurement systems, and the physical and 
technical infrastructure with applicable strategy mission areas was not included in the documents. 
DHS concurred with our assessment. However, DHS officials noted that budget systems, management systems, and 
procurement systems are discussed in the DHS Strategic Plan. Although the Strategic Plan includes information on 
management-related improvements, such as improvements to budgeting processes related to the Unity of Effort 
initiative, there was no explanation of how the budget and accounting, management, or procurement systems align 
with mission areas. 
DHS officials further noted that Human Resource System alignment is addressed in the FY2015-2019 Human Capital 
Strategic Plan. For the purposes of our review, we limited our assessment to the QHSR report and DHS’s Strategic 
Plan, and therefore did not assess whether DHS’s Human Capital Strategic Plan addressed any QHSR reporting 
requirements. 

Not fully 
addressed 

(6) Each report shall include “a discussion of the status of cooperation among Federal agencies in the effort to 
promote national homeland security.” 
Comments: We found that this element was addressed because the QHSR report discussed the status of 
cooperation between DHS and other federal agencies in promoting homeland security. For example, in the QHSR 
report, DHS is described as the federal government’s coordinator of efforts to counter cyberthreats and other hazards 
to critical infrastructure. According to the QHSR report, this coordination involves interactions with other federal 
agencies and private sector partners to share information, analyze cyber threats and vulnerabilities, and understand 
the interdependency of infrastructure systems nationwide. The QHSR report also states that addressing biological 
threats and hazards requires coordination among various federal entities, such as the department of Health and 
Human Services (HHS), Department of Defense (DOD), U.S. Department of Agriculture (USDA), Department of 
Justice (DOJ), U.S. Environmental Protection Agency (EPA), and Office of the Director of National Intelligence (ODNI), 
as well as state, local, tribal, and territorial entities and the private sector. For example, the QHSR report states that 
DHS, in close collaboration with HHS, the USDA, and DOJ, will enhance situational awareness and biosurveillance 
capabilities to recognize faint signals of impending or evolving priority biological incidents.a 
DHS concurred with our assessment. 

Addressed 
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QHSR elements and comments

GAO Overall 
Assessment, 
per Element

(7) Each report shall include “a discussion of the status of cooperation between the Federal Government and State, 
local, and tribal governments in preventing terrorist attacks and preparing for emergency response to threats to 
national homeland security.” 
Comments: We found that this element was addressed because the QHSR report includes a discussion of the status 
of cooperation between the federal government and state, local, and tribal governments in preventing terrorist attacks 
and preparing for emergency response to homeland security threats. DHS works with other units of government, 
forms public-private partnerships, and enlists the help of the American people to support the homeland security 
mission, according to the QHSR report. For example, the QHSR report states that engaging the public and private 
sectors through campaigns, such as “If You See Something, Say Something™” and the Nationwide Suspicious 
Activity Reporting Initiative, and through partnering across federal, state, local, tribal, and territorial law enforcement 
will become even more important due to the evolving terrorist threat, including the rise of domestic-based “lone 
offenders” and those who are inspired by extremist ideologies to radicalize to violence and commit acts of terrorism. In 
addition, the QHSR report explains that to strengthen the security and resilience of critical infrastructure, DHS will 
coordinate with other federal agencies, state, local, tribal, and private sector partners to share information and 
analysis of cyber threats and vulnerabilities and to understand more fully the interdependency of infrastructure 
systems nationwide. The QHSR report also mentions that public-private partnerships (which include state, local, and 
tribal governments) advance the security and resilience of critical infrastructure under the National Infrastructure 
Protection Plan.a 
DHS concurred with our assessment. 

Addressed 

(8) Each report shall include “an explanation of any underlying assumptions used in conducting the review.” 
Comments: We found that this element was addressed because the 2014 QHSR report described several 
assumptions about budget drivers and strategic challenges that shape the homeland security strategy provided in the 
QHSR report. Beyond the budget assumptions, strategic challenges were listed in the QHSR report as factors that 
present both opportunities and challenges for the homeland security community. For example, the QHSR report stated 
that technological advances in communications, big data, manufacturing, and biological sciences will provide new and 
lower cost capabilities that may benefit both the United States and our adversaries. Similarly, while lawful immigration 
greatly benefits the United States, the QHSR report states that attempted unauthorized migration poses consistent 
challenges for the management of our legal immigration system, borders, and ports of entry. 
DHS concurred with our assessment. 

Addressed 

(9) Each report shall include “any other matter the Secretary considers appropriate.” 
Comments: We found that this element was addressed because the 2014 QHSR report and Strategic Plan both 
include additional information beyond the eight other elements required by the 9/11 Commission Act. For example, the 
QHSR report examined the homeland security strategic environment and identified strategic shifts and areas of 
ongoing priority and renewed emphasis for the Nation’s long-term homeland security strategy. The QHSR report 
states that systems analysis was used in developing the QHSR report to create a more dynamic view of how 
interdependent economic, political, social, environmental, and technological factors influence threats and hazards and 
how risk may change over time. 
DHS concurred with our assessment. 

Addressed 

Source: GAO analysis.  |  GAO-16-371 

aOur prior review of the 2010 QHSR report assessed elements 6 and 7 as not fully addressed. The 
difference in our assessment of these two elements in the 2014 QHSR report is the recognition that 
DHS, as the federal agency with primary responsibility for homeland security, expanded upon the 
information incorporated in the 2010 QHSR and presented information providing a status of 
cooperation among Federal agencies and between federal, state, local and tribal governments. 
Specifically, the first Quadrennial Homeland Security Review highlighted the need to mature and 
strengthen international partnerships as well as partnerships with state, local, tribal, and territorial 
governments. The second quadrennial review went a step further by providing more examples of 
inter-agency cooperation and focused on enhancing the critical relationship between government and 
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the private sector. The 2014 QHSR also showed how priority areas of emphasis for strengthening the 
execution of missions through public and private partnerships mapped to homeland security missions. 
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To determine the extent to which the Department of Homeland Security 
(DHS) has examined and used risk information to inform the Quadrennial 
Homeland Security Review and its implementation, we analyzed DHS 
documentation on its risk analysis process and results for the Homeland 
Security Strategic Environment Assessment (HSSEA)—the risk analysis 
conducted for the QHSR. We reviewed DHS’s Current and Future 
Strategic environment reports, the Systems Mapping Initiative report, the 
Homeland Security National Risk Characterization (HSNRC), and 
classified HSSEA results. We also reviewed the 2012 and 2013 
Worldwide Threat Assessment of the U.S. Intelligence Community, 
prepared by the Office of the Director of National Intelligence (ODNI), 
which DHS reported relying on when assessing threat information for the 
HSSEA. In addition to the HSSEA reports themselves, we analyzed all 
available supporting documentation provided by DHS on the development 
of these reports, including briefings, videos, meeting summaries, and 
descriptions of HSSEA processes and results. We evaluated the 
sufficiency of this documentation and the overall completeness of the 
HSSEA risk assessment using the standards set forth in the 2013 
National Infrastructure Protection Plan (NIPP) and its Supplemental Tool 
on Executing a Critical Infrastructure Risk Management Approach.
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1 The 
NIPP states that in order to be complete, a risk assessment must 
consider threat, vulnerabilities, and consequences; must be sufficiently 
documented; must be reproducible; and must be defensible. In order to 
be sufficiently documented, the methodology and the assessment must 
clearly document what information is used and how it is synthesized to 
generate a risk estimate. Any assumptions, weighting factors, and 
subjective judgments need to be transparent to the user of the 
methodology, its audience, and others who are expected to use the 
results. The types of decisions that the risk assessment is designed to 
support and the timeframe of the assessment (e.g., current conditions 
versus future operations) should be given. We also looked to a 2010 
review by the National Academies of Science on DHS’s Risk 
Management Approach, as well as our previous work evaluating DHS’s 
approach to risk assessment, in order to ensure that we used a consistent 

                                                                                                                     
1DHS, National Infrastructure Protection Plan, Supplemental Tool: Executing A Critical 
Infrastructure Risk Management Approach (Washington, D.C., 2009 and 2013). 
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approach to evaluating DHS’s assessment efforts.
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2 To supplement and 
clarify DHS’s written documentation on the HSSEA, we interviewed 
current and former DHS officials from the Office of Strategy, Plans, 
Analysis, and Risk (SPAR) who were responsible for developing the 
QHSR risk analyses. We asked officials to discuss the HSSEA process 
and how results were translated into the QHSR, including the extent to 
which uncertainty in the risk estimates was incorporated into the final 
results and communicated to users of the results—a NIPP aspect of a 
defensible risk assessment. Further, we evaluated DHS’s use of risk 
information in the QHSR to risk management guidance in the NIPP and 
DHS’s Risk Management Fundamentals, as well as our prior work on key 
characteristics for risk assessment and management.3 Last, we met with 
the authors of a December 2015 paper published in Homeland Security 
Affairs on a comparative ranking of homeland security hazards in order to 
discuss current challenges and developments in the field of homeland 
security risk analysis.4 

To determine the extent to which DHS has aligned its budget and 
performance measures with the mission goals in the QHSR, we analyzed 
DHS documents related to the 2014 QHSR and the fiscal years 2014-
2018 Strategic Plan, including: DHS Budget in Brief documents from 2015 
through 2017 to determine DHS’s budget priorities since issuance of the 
first QHSR; fiscal years 2012 through 2015 Future Years Homeland 
Security Program (FYHSP) reports; excerpts from DHS’s fiscal years 

                                                                                                                     
2The National Research Council of the National Academies. Review of the Department of 
Homeland Security's Approach to Risk Analysis. Washington, DC: The National 
Academies Press, 2010; GAO, Coast Guard: Security Risk Model Meets DHS Criteria, but 
More Training Could Enhance Its Use for Managing Programs and Operations, 
GAO-12-14 (Washington, D.C.: Nov. 17, 2011); GAO, Critical Infrastructure Protection: 
DHS Action Needed to Enhance Integration and Coordination of Vulnerability Assessment 
Efforts, GAO-14-507 (Washington, D.C.: Sept 15, 2014); GAO, Critical Infrastructure 
Protection: Observations on DHS Efforts to Identify, Prioritize, Assess, and Inspect 
Chemical Facilities, GAO-14-365T (Washington, D.C.: Feb. 27, 2014). 
3DHS, Risk Management Fundamentals (Washington, D.C.: April 2011). 
4Lundberg, Russell, and Willis, Henry. “Assessing Homeland Security Risks: A 
Comparative Assessment of Ten Hazards.” Homeland Security Affairs 11, Article 10 
(December 2015). This research was supported by DHS through the National Center for 
Risk and Economic Analysis of Terrorism Events (CREATE) at the University of Southern 
California (USC). Established in 2004, CREATE is an interdisciplinary national research 
center based at USC and funded by DHS. CREATE is focused on risk and economic 
analysis of the United States and comprises a team of experts from across the country, 
including partnerships with numerous universities and research institutions. 

http://www.gao.gov/products/GAO-12-14
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2017-2021 and 2018-2022 resource planning guidance to determine the 
extent to which budget guidance reflects the DHS missions and goals; 
and DHS reports on its progress implementing a new common 
appropriations structure. Further, we reviewed Congressional Research 
Services reports on DHS’s appropriations from fiscal year 2015 and 2016. 
We also interviewed DHS officials from the Office of the Chief Financial 
Officer, Office of Strategy, Plans, Analysis, and Risk (SPAR), and from 
U.S. Customs and Border Protection (CBP), U.S. Coast Guard (USCG), 
Federal Emergency Management Agency (FEMA), U.S. Immigration and 
Customs Enforcement (ICE), National Protection and Programs 
Directorate (NPPD), and Transportation Security Administration (TSA). 
We selected these components based on their share of the overall DHS 
fiscal year 2015 budget, breadth of homeland security responsibilities, 
and other factors. Views from these components are not generalizable to 
all DHS components. We interviewed component officials to determine 
the extent to which they used DHS guidance in developing their annual 
budget requests and the extent to which such guidance reflects the 
QHSR missions and goals. With respect to performance measures we 
reviewed DHS’s Annual Performance Plans from fiscal years 2013-2015 
and 2014-2016, reviewed our prior work on key attributes of successful 
performance measures, reviewed the GPRA Modernization Act of 2010 
(GPRAMA), and interviewed DHS officials from SPAR and the office of 
Program Analysis and Evaluation (PA&E) and from CBP, USCG, FEMA, 
ICE, NPPD, and TSA components in order to determine the extent to 
which DHS developed performance measures that aligned with mission 
goals.
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5 We compared DHS’s process for monitoring and measuring 
performance to internal control standards and our prior work on best 
practices for implementation of strategies and initiatives.6 

To determine the extent to which DHS consulted with stakeholders in 
developing the QHSR, we distributed a web-based survey to 222 QHSR 

                                                                                                                     
5 Government Performance and Results Act of 1993 (GPRA), Pub. L. No. 103-62, 107 
Stat. 285 (1993). GPRA was updated by the GPRA Modernization Act of 2010 
(GPRAMA). Pub. L. No. 111-352, 124 stat. 3866 (2011). GAO, Managing for Results: 
GPRA Modernization Act Implementation Provides Important Opportunities to Address 
Government Challenges,   
6GAO, Managing for Results: Agencies Trends in the Use of Performance Information to 
Make Decisions, GAO-14-747 (Washington, D.C.: September 2014).  GAO, Standards for 
Internal Control in the Federal Government, GAO/AIMD-00-21.3.1 (Washington, D.C.: 
November 1999). 

http://www.gao.gov/products/GAO-14-747
http://www.gao.gov/products/GAO/AIMD-00-21
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stakeholders identified by DHS based on 2014 QHSR participation. The 
stakeholders included representatives from 9 federal departments and 
agencies; 12 DHS components, directorates and offices; about 20 state, 
local, tribal, private and academic organizations. The stakeholders DHS 
identified did not include those who participated solely online and, as a 
result, we did not include these individuals within the scope of our review. 
We conducted 5 pretests with respondents from DHS, other federal 
agencies, and related think tanks to verify that (1) the questions were 
clear and unambiguous, (2) terminology was used correctly, (3) the 
questionnaire did not place an undue burden on respondents, (4) the 
information could feasibly be obtained, and (5) the survey was 
comprehensive and unbiased. We made changes to the content and 
format of the questionnaire after the pretests based on the feedback we 
received. Before we administered the survey, we revised the 
questionnaire to reflect comments from an independent reviewer within 
GAO. 

We identified 40 respondents that either had an undeliverable email 
address, were no longer employed with the federal government and/or did 
not participate in the 2014 QHSR. We removed these stakeholders from 
our final distribution list, resulting in about 180 possible respondents out 
of the original 222 that were identified by DHS. Questionnaires were 
completed by 93 individual stakeholders overall, resulting in a response 
rate of fifty-one percent. 

Since the survey is not based on a sample, it does not have sampling 
errors.
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7 However, the practical difficulties of conducting any survey may 
introduce errors, commonly referred to as non-sampling errors. For 
example, difficulties in interpreting a particular question, sources of 
information available to respondents, or entering data into a database or 
analyzing them can introduce unwanted variability into the survey results. 
We took steps in developing the questionnaire, collecting the data, and 
analyzing them to minimize such non-sampling error. For example, social 
science survey specialists designed the questionnaire in collaboration 
with GAO staff with subject matter expertise. Then, we pre tested the 
draft questionnaire to ensure that the questions were relevant, clearly 
stated, and easy to understand. When we analyzed the data, an 
independent analyst checked all computer programs. Since this was a 

                                                                                                                     
7GAO-04-333. 

http://www.gao.gov/products/GAO-04-333
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web-based survey, respondents entered their answers directly into the 
electronic questionnaire, eliminating the need to key data into a database 
and thereby minimizing error. 

We also asked open-ended questions regarding the QHSR stakeholder 
consultation process, including ways in which DHS elicited stakeholder 
input, how revisions to timeframes may have impacted stakeholder 
responsibilities, any challenges in collaborating with DHS and 
suggestions for improving future QHSRs. Of the 93 individual 
stakeholders that responded to our survey, 74 respondents provided 
narrative comments. We analyzed these comments to determine common 
benefits and challenges they identified regarding DHS consultations 
during the QHSR. The comments received from these respondents are 
not generalizable to the entire group of stakeholders, but the feedback 
provided insights into stakeholder perspectives on how QHSR 
stakeholder consultations were conducted and how they could be 
improved. We compared DHS’s stakeholder outreach efforts to project 
management standards.
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8 

To assess the extent to which the 2014 QHSR and fiscal years 2014-
2018 Strategic Plan reports addressed reporting elements listed in the 
9/11 Commission Act, we determined the extent to which each element 
was addressed in the reports. To accomplish this determination, three 
GAO analysts independently compared the QHSR and strategic plan to 
each of the nine reporting elements to determine whether each element 
was addressed, not fully addressed, or not addressed. In cases when the 
analysts disagreed, they reviewed and discussed their independent 
assessments to reach concurrence. We considered an element 
addressed if all portions of it were included in either the QHSR or 
strategic plan, not fully addressed if one or more but not all portions of the 
element were included, and not addressed if neither the QHSR nor the 
strategic plan addressed any part of the element. In addition, we 
interviewed DHS officials involved in the quadrennial review to determine 
DHS’s position on how the 9/11 Commission Act reporting requirements 
were implemented. 

                                                                                                                     
8Project Management Institute, Inc., The Standard for Program Management, Third 
Edition (Newton Square, PA: 2013). 
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We conducted this performance audit from January 2015 to April 2016 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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Appendix III: Hazard Scope for the DHS 
Homeland Security National Risk 
Characterization 
 
 
 

Terrorism/Intentional Acts 

· Aircraft as a Weapon 
· Armed Assault 
· Biological Terrorism Attack –Non-food 
· Chemical / Biological Food Contamination Terrorism Attack  
· Chemical terrorism attack – Non Food  
· Cyber Events that Impede System Operations 
· Cyber Events that Extract or Alter Information without System Impacts 
· Cyber: Data Destruction Results in Degraded Commercial Viability or 

Government Service 
· Cyber: Distributed Denial of Service Attack Causes Erosion of 

Consumer Confidence and Economic Loss 
· Disruptive Strike/ Industrial Action 
· Explosives Terrorism Attack 
· Illegal Immigration 
· Illicit Drugs 
· Mass Migration 
· Nuclear Terrorism Attack 
· Radiological Terrorism Attack 

Natural Hazards 

· Accidental biological food contamination 
· Animal disease outbreak 
· Drought 
· Earthquake 
· Heat/heatwave 
· Extreme cold/snowstorm 
· Hurricane 
· Flood 
· Human pandemic outbreak 
· Space Weather 
· Tornado 
· Tsunami 
· Volcano Eruption 
· Wildfire 

Technological Accidents/Infrastructure Failures 

· Accidental Chemical Substance Spill or Release 
· Accidental Radiological Substance Release 
· Dam Failure 
· Industrial Accidents – Explosions 
· Large Oil Spills 
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· Pipeline Failure 
· Power Grid Failure 
· Small Oil Spills 
· Transportation System Failure 
· Urban Conflagration  
Source: DHS  |  GAO-16-371 
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Appendix IV: Strategies Linked to Quadrennial 
Homeland Security Review Missions and Goals 
 
 
 

The following table outlines the list of strategies linked to Quadrennial 
Homeland Security Review missions and goals depicted in figure 5. 

Mission 1: PREVENT TERRORISM AND ENHANCE SECURITY 
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Goal Strategies 
Goal 1.1: Prevent Terrorist Attacks · Analyze, fuse, and disseminate terrorism 

information; 
· Deter and disrupt operations; 
· Strengthen transportation security; and 
· Counter violent extremism. 

Goal 1.2: Prevent And Protect Against the Unauthorized Acquisition or Use of 
Chemical, Biological, Radiological, and Nuclear Materials And Capabilities 

· Anticipate chemical, biological, radiological, and 
nuclear emerging threats; 

· Identify and interdict unlawful acquisition and 
movement of chemical, biological, radiological, 
and nuclear precursors and materials; and 

· Detect, locate, and prevent the hostile use of 
chemical, biological, radiological, and nuclear 
materials and weapons. 

Goal 1.3: Reduce Risk to the Nation’s Critical Infrastructure, Key Leadership, 
and Events 

· Enhance security for the nation’s critical 
infrastructure from terrorism and criminal 
activity; and 

· Protect key leaders, facilities, and national 
special security events. 

Mission 2: SECURE AND MANAGE OUR BORDERS 

Goal Strategies 
Goal 2.1: Secure air, land, and sea borders and approaches · Prevent illegal import and entry; and 

· Prevent illegal export and exit. 
Goal 2.2: Safeguard and Expedite Lawful Trade and Travel · Safeguard key nodes, conveyances, and 

pathways; 
· Manage the risk of people and goods in transit; 

and 
· Maximize compliance with U.S. trade laws and 

promote U.S. economic security and 
competitiveness. 

Goal 2.3: Disrupt and Dismantle Transnational Criminal Organizations and 
Other Illicit Actors 

· Identify, investigate, disrupt, and dismantle 
transnational criminal organizations; and 

· Disrupt illicit actors, activities, and pathways. 
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Mission 3: ENFORCE AND ADMINISTER OUR IMMIGRATION LAWS 
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Goal Strategies 
Goal 3.1: Strengthen and Effectively Administer The Immigration System · Promote lawful immigration; 

· Effectively administer the immigration services 
system; and 

· Promote the integration of lawful immigrants 
into American society. 

Goal 3.2: Prevent Unlawful Immigration · Prevent unlawful entry, strengthen enforcement, 
and reduce drivers of unlawful immigration; and 

· Arrest, detain, and remove priority individuals, 
including public safety, national security, and 
border security threats. 

Mission 4: SAFEGUARD AND SECURE CYBERSPACE 

Goal Strategies 
Goal 4.1: Strengthen the Security and Resilience of Critical Infrastructure 
Against Cyber Attacks and Other Hazards 

· Enhance the exchange of information and 
intelligence on risks to critical infrastructure and 
develop real-time situational awareness 
capabilities that ensure machine and human 
interpretation and visualization; 

· Partner with critical infrastructure owners and 
operators to ensure the delivery of essential 
services and functions; 

· Identify and understand interdependencies and 
cascading impacts among critical infrastructure 
systems; 

· Collaborate with agencies and the private sector 
to identify and develop effective cybersecurity 
policies and best practices; and 

· Reduce vulnerabilities and promote resilient 
critical infrastructure design. 

Goal 4.2: Secure the Federal Civilian Government Information Technology 
Enterprise 

· Coordinate government purchasing of cyber 
technology to enhance cost-effectiveness; 

· Equip civilian government networks with 
innovative cybersecurity tools and protections; 
and 

· Ensure government-wide policies and standards 
are consistently and effectively implemented 
and measured. 

Goal 4.3: Advance Cyber Law Enforcement, Incident Response, and Reporting 
Capabilities 

· Respond to and assist in the recovery from 
cyber incidents; and 

· Deter, disrupt, and investigate cybercrime. 
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Goal Strategies
Goal 4.4: Strengthen the Cyber Ecosystem · Drive innovative and cost effective security 

products, services, and solutions throughout the 
cyber ecosystem; 

· Conduct and transition research and 
development, enabling trustworthy cyber 
infrastructure; 

· Develop skilled cybersecurity professionals; 
· Enhance public awareness and promote 

cybersecurity best practices; and 
· Advance international engagement to promote 

capacity building, international standards, and 
cooperation. 

Mission 5: STRENGTHEN NATIONAL PREPAREDNESS AND RESILIENCE 

Goal Strategies 
Goal 5.1: Enhance National Preparedness · Empower individuals and communities to 

strengthen and sustain their own preparedness; 
· Build and sustain core capabilities nationally to 

prevent, protect against, mitigate, respond to, 
and recover from all hazards; and 

· Assist federal entities in the establishment of 
effective continuity programs that are regularly 
updated, exercised, and improved. 

Goal 5.2: Mitigate Hazards And Vulnerabilities · Promote public and private sector awareness 
and understanding of community-specific risks; 

· Reduce vulnerability through standards, 
regulation, resilient design, effective mitigation, 
and disaster risk reduction measures; and 

· Prevent incidents by establishing, and ensuring 
compliance with, standards and regulations. 

Goal 5.3: Ensure Effective Emergency Response · Provide timely and accurate information; 
· Conduct effective, unified incident response 

operations; 
· Provide timely and appropriate disaster 

assistance; and 
· Ensure effective emergency communications. 

Goal 5.4: Enable Rapid Recovery · Ensure continuity and restoration of essential 
services and functions; and 

· Support and enable communities to rebuild 
stronger, smarter, and safer. 

Source: GAO analysis of the 2014 QHSR report | GAO-16-371   
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April 4, 2016 

Mr. Andrew Von Ah Acting Director, 

Homeland Security and Justice Issues 

U.S. Government Accountability Office 441 G Street, NW 

Washington, DC  20548 

Re: Draft Report, GA0-16-371, "QUADRENNIAL HOMELAND SECURITY 

REVIEW: Improved Risk Analysis and Stakeholder Consultations Could 
Enhance Future Reviews" 

Dear Mr. Von Ah: 

Thank you for the opportunity to review and comment on this draft report.  
The U.S. Department of Homeland Security (DHS) appreciates the U.S. 
Government Accountability Office's (GAO) work in planning and 
conducting its review and issuing this report. 

DHS is pleased to note GAO's positive recognition of the Department's 
expanded outreach efforts and the integration of a robust risk analysis, 
through the 2013 Homeland Security National Risk Characterization 
(HSNRC) and into the development of the 2014 Quadrennial Homeland 
Security Review (QHSR). DHS is continuing to refine and broaden both of 
these critical components for the 2018 QHSR.  DHS also appreciates 
GAO's recognition of the Department's alignment of budget to QHSR 
priorities, as well as implementing performance measurements for all 
mission goals identified in both the 2014 QHSR and the DHS Strategic 
Plan for Fiscal Years (FY) 2014-2018. 
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DHS believes that the 2013 HSNRC was complete, documented, 
reproducible, and defensible consistent with the National Infrastructure 
Protection Plan's standards.  The HSNRC was developed using sound 
risk analysis methodologies informed by well established analytical 
protocols and reproducible data provided by multiple DHS and 
Component programs and subject matter experts.  The HSNRC assessed 
40 risk scenarios across a broad range of threats, and considered 
multiple vulnerabilities and consequences associated with the risk 
scenarios.  The data, methodologies, protocols, and findings were 
thoroughly reviewed by the DHS Risk Executive Steering Committee and 
documented throughout the development of the HSNRC. 

The draft report contained four rec01mnendations with which the 
Department concurs. Specifically, GAO recommended that the Secretary 
of Homeland Security direct the Assistant Secretary for Policy to: 

Recommendation 1:   

Ensure future QHSR risk assessment methodologies reflect key elements 
of successful risk assessment methodologies, such as being: 

· Documented, which includes documenting how risk information was 
integrated to arrive at the assessment results, 

· Reproducible, which includes producing comparable, repeatable 
results, and; 

· Defensible, which includes c01mnunicating any implications of 
uncertainty to users of the risk results. 

Response:  Concur.   

While DRS believes the 2013 HSNRC meets the elements identified in 
the recommendation, the Department continues to focus on improving its 
risk assessment methodologies and protocols to inform the 2017 HSNRC.  
The Office of Policy's Office of Strategy, Plans, Analysis, and Risk is 
working with government and non-government subject matter experts to 
further refine the risk analysis that will support the QHSR and the DRS 
Strategic Plan for FY 2018-2022.  Development of the 2017 HSNRC is 
expected to be completed in early 2017.  Estimated Completion Date 
(ECD): March 31, 2017. 
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Recommendation 2:   

Refine its risk assessment methodology so that in future QHSRs it can 
compare and prioritize homeland security risks and risk mitigation 
strategies. 

Response:  Concur.   

An element of the Department's continuing effort to refine its risk 
assessment methodology is for the Office of Policy's Office of Strategy, 
Plans, Analysis, and Risk to expand its use of comparative risk analysis in 
the 2017 HSNRC. 

Comparative risk analysis provides a tool for DRS to further assess 
relative likelihoods, vulnerabilities, and consequences against alternative 
strategies and activities. ECD:  March 31, 2017. 

Recommendation 3:   

Identify and implement stakeholder meeting processes to ensure that 
communication is interactive when project planning for the next QHSR. 

Response:  Concur.   

Stakeholder engagement is a central component of each phase of the 
2018 QHSR development process.  The Office of Policy's Office of 
Strategy, Plans, Analysis, and Risk is developing and will soon finalize an 
extensive stakeholder outreach plan to include leveraging the Homeland 
Security Information Network and its access to a broad community of 
federal, state, and local stakeholders across the homeland security 
enterprise.  The engagement plan includes using online tools, in-person 
subject matter expe1i interviews, and extensive interagency coordination 
to facilitate information 

exchanges, document reviews, and feedback throughout each of the 
foundational analysis and review phases of the 2018 QHSR.  Component 
stakeholder engagement began in October 2015 through the DHS 
Strategy and Policy Executive Steering Committee, and subject matter 
expert interviews in support of the Homeland Security Trends Review 
began in March 2016.  Stakeholder engagement, to include interagency 
coordination and Congressional outreach, will continue throughout 
calendar years 2016 and 2017. ECD:  July 31, 2017. 
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Recommendation 4:   

Clarify component detailee roles and responsibilities when project 
planning for the next QHSR. 

Response:  Concur.   

The Office of Policy's Office of Strategy, Plans, Analysis, and Risk will 
request DHS Directorates and Component details with specific skill sets 
and will provide clearly defined timelines and objectives to support 
foundational analysis and issue team products associated with the 2018 
QHSR.  ECD:  December 31, 2016. 

Again, thank you for the opportunity to review and comment on this draft 
report. Technical comments were previously provided under separate 
cover.  Please feel free to contact me if you have any questions.  We look 
forward to working with you in the future. 

Jim H. Crumpacker 

Director 

Departmental GAO-OIG Liaison Office 
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